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REDUCING THE THREAT OF CHEMICAL AND
BIOLOGICAL WEAPONS

Tuesday, March 19, 2002

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, D.C.

The committee met, pursuant to notice, at 10:12 a.m. in Room
SD-419, Dirksen Senate Office Building, Hon. Joseph R. Biden, Jr.,
chairman of the committee, presiding.

Present: Senators Biden, Feingold, Helms, Lugar, and Frist.

The CHAIRMAN. The hearing will come to order. Carl, welcome
back to the committee. It’s been a long, not a long time since you
were here, but I remember the good old days when you were being
of considerable assistance to our colleague John Glenn and it’s nice
to have you back.

Today the Committee on Foreign Relations continues a hearing
in a series that began in early February, which we entitled Secur-
ing America’s Future. The key purposes of these hearings are to
engage in as sober a discussion as we can to determine what the
most urgent threats facing the United States are and to determine
how our nation should prioritize the resources, although consider-
able, nonetheless limited, to address the most eminent threats.

Two weeks ago the committee heard from a group of America’s
top scientists on the potential dangers associated with so-called
dirty bombs and improvised nuclear devices. Today we look at a
threat posed by chemical and biological weapons or CBW as it’s re-
ferred to, especially in the hands of terrorists.

Last fall’s anthrax attacks demonstrated that even a small scale
CBW attack can greatly disrupt our lives. Those attacks resulted
in 23 anthrax cases and five deaths, but the impact on this coun-
try, the impact on this city, the impact on this body far exceeded
that number. The next time a CBW attack occurs the consequences
could even be graver.

In the extreme case, the Department of Defense estimates that
on the unlikely prospect that a small pox attack would occur that
could cause as many as 4 million deaths. The intelligence commu-
nity has warned that al Qaeda was working to acquire dangerous
chemical agents and toxins as well as biological weapons. We do
not know if al Qaeda succeeded in these efforts, but we do know
that they showed their trainees how cyanide works.

And earlier this month, a self-styled anarchist was found to be
storing cyanide precursors in a Chicago subway tunnel, which I
would note parenthetically, I'm going to urge my colleagues as
early as today to take up the Amtrak legislation for threat reduc-
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tion relating to modernizing the tunnels that Amtrak has. There
are five tunnels under New York City to carry 350,000 people a day
are in those tunnels. There’s no ventilation, there’s no lighting and
thelzre is no means of escape. And the same with the Baltimore tun-
nel.

But some threats like third world ICBMs or space warfare are
years from becoming imminent notwithstanding their threats, but
the threat of chemical and biological weapons is here today and in
my view we have to deal with it today.

As our first witness will shortly explain, a number of nations are
actively pursuing chemical and biological weapons programs. The
members of President Bush’s axis of evil are on this list and so are
other nations. There’s no single easy way to roll back the prolifera-
tion of chemical and biological weapons, but we must persist on a
number of fronts. Engaging in tough-nosed diplomacy, enforcing
strong export controls agreed upon with our allies and revitalizing
the two applicable arms control regimes, the Chemical Weapons
Convention and the Biological Weapons Convention, and applying
sanctions where appropriate and turning to our military force
where necessary.

Nations can be deterred from using chemical or biological weap-
ons. In 1991, the first President Bush told Saddam Hussein if Iraq
dared to employ chemical weapons against U.S. troops, the United
States would leave no option off the table, implicitly including nu-
clear weapons. Saddam chose to live another day and did not use
chemical weapons.

Unfortunately, deterrents may not work so well for terrorists. Es-
pecially groups like al Qaeda which aim to kill as many innocent
victims as possible, even at the cost of their own lives. Vice Admi-
ral Thomas Wilson, Director of the Defense Intelligence Agency
warns that such weapons may be “attractive to terrorist groups in-
tent on causing panic and inflicting larger numbers of casualties.
The psychological impact of the recent anthrax cases in the United
States did not go unnoticed.”

How can the United States best contain and reduce this threat?
One answer lies in the arms control agreements we all ready have
at our disposal including the Chemical Weapons and Biological
Weapons Conventions. The CWC allows for both routine and chal-
lenge inspections to detect and deter clandestine activities. More-
over, state parties are required to enact legislation with punitive
sanctions to make CWC prohibitions binding on their nationals liv-
ing both at home and abroad.

Unfortunately, the CWC has not achieved its full potential. The
Organization for the Prohibition of Chemical Weapons, the imple-
menting organization for CWC, has struggled with both mis-
management and financial crises over member assessments and re-
imbursements for inspections costs. The Organization has been
forced to reduce its verification activities and cut back on industry
inspections.

During five years the Convention has been in effect, no party has
requested a challenge inspection. I'm glad to hear the Administra-
tion is closely looking at the Organization to resolve its funding
and management challenges, but we need an effective chemical
weapons regime.
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We must also re-emphasize the Biological Weapons Convention.
It is not my intention here today to rehash the debate over whether
the United States should have agreed to the draft compliance pro-
tocol to the Biological Weapons Convention last year. I personally
do believe the Administration was needlessly confrontational, but
I understand its concerns over the protocol as drafted.

Today I want to look ahead to the reconvening of the Biological
Weapons Review Conference this November and ask how the
United States can best enhance the implementation of this Conven-
tion? One option lies in strengthening global disease surveillance to
help detect and contain infectious outbreaks, whether they are a
result of biological weapons or natural disease.

The Administration has proposed that BWC state parties commit
to strengthening the World Health Organization’s global alert and
response network. However, many developing nations lack the re-
sources and the infrastructure to effectively plug into and con-
tribute to the WHO network.

For that reason, Senator Helms and I at the appropriate time
plan to introduce the Global Pathogen Surveillance Act of 2002.
This bill would provide up to $150 million over the next two years
for necessary resources, both expertise and technical equipment to
monitor infectious disease outbreaks within their borders, and co-
operate with international investigations. I look forward to working
closely with the Administration as we move forward on this issue.

Another means of reducing the threat of chemical and biological
weapons is to shut off access to those weapons and their infrastruc-
ture. I've often said that Russia is a virtual bonanza of weapons
grade nuclear material that terrorists might attempt to steal. Well,
guess what folks? Russia can be just as inviting a target for terror-
ists seeking chemical and biological weapons.

Russia possesses the world’s largest chemical weapons stockpile
estimated at approximately 40,000 metric tons. Eighty percent of
this stockpile consists of nerve agents. Only a few single drops of
which can kill on contact. Russia acceded to the Chemical Weapons
Convention in 1997, but bureaucratic disputes and lack of funding
delayed the start of destruction activities until last year. Russia
was supposed to meet by the year 2007, the chemical weapons
deadline for the destruction of its entire stockpile. It remains
doubtful if Russia can even meet the extended 2012 deadline.

In the meantime, the security of many of these sites where the
chemical and biological weapons are stored is poor and represents
a real proliferation concern. But at least we have handle on the
size of Russia’s CW stockpile. During the Cold War, the Soviet
Union also conducted a massive covert biological program. Roughly
50 former biological weapons institutes, mostly in Russia, are still
open today possibly containing live biological agents. Truth is we
don’t know.

The Russian Ministry of Defense has refused U.S. requests for
access to four former military biological institutes. And as many as
15,000 underpaid, underemployed scientists who worked in the
former Soviet programs are now potential targets for recruitment
by rogue states and terrorists.

Over the past decade, the United States has carried out a num-
ber of programs to help reduce the threat of biological and chemical
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weapons proliferation in Russia and the former Soviet Union. In
particular, I want to salute the International Science and Tech-
nology Centers and a more recent program, the Bio-redirection Ini-
tiative for providing peaceful civilian research opportunities to
former Soviet scientists who otherwise might be tempted to sell
their wares to the highest bidder.

In it’s review of nonproliferation assistance at the end of last
year, this Administration recognized the value of these programs,
nudged I might add by the distinguished Senator from Indiana and
pledged continued funding. But September 11th should’ve shown
us that we can’t afford to settle for business as usual when it
comes to nonproliferation assistance.

It is time for some creative thinking on the part of both the exec-
utive branch and the Congress on how to help Russian secure, con-
solidate and eliminate its chemical and biological weapons stock-
piles and infrastructure. Let me offer a couple suggestions and I
will invite our witnesses in the second panel to comment on them.

We made a good start last year by authorizing the Department
of Defense to spend as much as $50 million in FY 2002 to assist
Russia with its chemical weapons destruction efforts. Russia needs
to step up to the plate with its own funding and we need to push
our European allies to do more, because it’s clearly in their interest
as much as ours.

But the Russian CW stockpile is a ticking time bomb. We need
to accelerate in my view U.S. funding and that may cost as much
as $10 billion over several years. A price we can afford if we want
to neutralize that menacing threat. One option for financing this is
the debt for nonproliferation swaps that Senator Lugar and I have
proposed and the Senate passed in its Security Assistance bill
would include such authorization.

I strongly encourage the Administration to use that option. We
could also turn Russia’s biological and chemical weapons scientists
into public health corps to clean up dangerous former test sites, de-
velop and produce new vaccines and defeat multi-drug resistant tu-
berculosis and other diseases. Russian chemists and microbiologists
are world class and their work in existing U.S. programs hold great
promise. But Russia’s environment and public health needs are
truly urgent and overwhelming and a massive effort to meet those
needs could easily employ up to a thousand more specialists.

Let me now introduce our witnesses at today’s hearing. Our first
witness will be The Honorable Carl W. Ford, Assistant Secretary
of State for Intelligence Research and as I said my colleagues re-
member a former staff member here and advisor to Senator John
Glenn.

Mr. Ford will present to the committee a threat assessment re-
garding the likelihood of possible chemical or biological weapons at-
tacks against the United States both here at home and in our dip-
lomatic facilities and military posts overseas, but obviously this is
an open hearing and Mr. Ford will not discuss some topics and may
in fact decline to answer some questions which I leave fully to his
discretion.

If you're in doubt, well go in closed session or arrange for a
closed session meeting later. But I want to thank Mr. Ford for
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agreeing on such short notice to appear before this committee and
I look forward to his testimony.

Our second panel will feature three renowned experts on chem-
ical and biological weapons who can expand on Mr. Ford’s threat
assessment and help us figure out what we need to do. Michael
Moodie, I hope I'm pronouncing that correctly, President of the
Chemical and Biological Arms Control Institute, helped negotiate
the Chemicals Weapons Convention when he was Assistant Direc-
tor of Arms Control and Disarmament under the first Bush Admin-
istration.

He is equally proficient in the Biological Weapons Convention
and I welcome his advice on how we can better utilize these two
arms control regimes if he thinks we can. And Dr. Amy Sands is
Deputy Director of the Center for Nonproliferation Studies at the
Monterey Institute in California. And if I had to be a director of
anything anywhere, I'd like to do it at Monterey. What a magnifi-
cent place to do it. I've had the pleasure of speaking there several
times.

Dr. Sands who was Assistant Director of ACDA under the Clin-
ton Administration, will discuss how we can minimize the likeli-
hood that terrorists will gain access to and employ chemical and bi-
ological weapons.

And finally, Dr. Alan P. Zelicoff, Senior Scientist at the Sandia
National Laboratory in New Mexico. He can update the committee
on how the United States might best protect against and respond
to a chemical or biological weapons attack. With that I will now
turn to Senator Helms and then we’ll move to the witness. Thank
you, Senator.

Senator HELMS. Thank you, Mr. Chairman. You have certainly
given a wake up call to the people who are not bothered by the
threats by chemical and biological weapons in the hands of rogue
states and terrorist groups. I commend you on your statement and
I think it ought to be inserted into the record and I'll be glad to
do that if you want me to.

The anthrax attacks this past fall have underscored the peril of
all of these threats highlighting the need to deal with them in a
more direct and determined manner. It’s clearly preferable to deter
and prevent and defend against a threat in the first place rather
than deal with the chaos and death and destruction after the fact.

We can deter the development and use of these weapons by mak-
ing it crystal clear that to use them against the United States will
expose the attacker to the full retaliatory response of our military
including the potential use of our most destructive strategic weap-
ons. I hope that never happens. I think we all do.

The President is making this a very clear policy of the United
States and I commend him for that. Should the deterrence fail,
however, the likelihood of a chemical or biological weapons attack
can be minimized through strong export controls and nonprolifera-
tion regimes that ensure that terrorist groups and rogue states will
not acquire the technology in the first place, along with the exper-
tise to build and deliver these heinous weapons.

Now, our own government meanwhile must do a better job of
controlling sensitive dual use weaponry. The United States also
must pursue initiatives in the states of the former Soviet Union,
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we all know that, in order to secure dangerous materials and to
keep scientists gainfully employed so that neither can or will be
used by rogue states or anybody else to build weapons of mass de-
struction.

And we must cause the Russians and the Chinese to halt their
transfers of sensitive items and material that are flowing to many
of these countries. Mr. Chairman, now you have indicated in your
statement, it’s critical that we never lose sight of the fact that the
United States can prevent a nuclear, biological or chemical holo-
caust by building a robust missile defense system capable of de-
fending if not deterring such an attack.

I don’t know whether you mentioned it earlier in your statement
or not, but a recent national intelligence estimate indicated that
Iran, Iraq and North Korea, if you will the axis of evil, are building
long range missiles and that they have active weapons of mass de-
struction programs on our hands that will soon pose a direct threat
to us.

It therefore makes sense I think to spend some of our defense re-
sources to develop a missile defense system. In any event, we must
not surrender to the notion that some of these threats are more
likely than others and that they therefore require the greatest
share of resources. When it comes to America’s security, I think we
must be prepared to deal with all threats and to address them with
every bit of the strength and purpose that we possess.

And I join you, sir, in welcoming our witnesses for being here
and as a matter of fact I thank them for doing it because I know
it’s an impingement on their time, but thank you for coming all of

you.

The CHAIRMAN. Thank you, Senator. Mr. Ford, before you begin,
let me apologize to Michael Moodie for mispronouncing his name.
Michael, you can call me Biden when you get up here if it makes
you feel any better. Be fair. Carl, the floor’s yours.

STATEMENT OF HON. CARL W. FORD, JR., ASSISTANT
SECRETARY OF STATE FOR INTELLIGENCE AND RESEARCH

Mr. FOrD. Mr. Chairman, Senator Helms, Senator Lugar, as a
former member of the committee staff, I've always been delighted
to come back and share my thoughts and information before the
committee. It’s always been a delight. I have been troubled that
this might be the first exception where it wasn’t all that delightful.

I clearly agree with the committee’s emphasizing this very impor-
tant threat of chemical and biological weapons, but I'm really not
sure I'm up to the challenge of presenting that threat adequately
and coherently and particularly at an unclassified level.

One, I can’t think of an intelligence problem more difficult at any
level than dealing with biological weapons and chemical weapons.
It is a serious concern of the entire intelligence community. A lot
of resources are applied to the problem, it is a hard one.

The second issue has to do with even when I can give you some
of my personal judgments and beliefs based on having seen that in-
formation, the sources and methods used to get most of our find-
ings are so sensitive that the evidence I'll present is sketchy at best
and that for the most part, you’ll have to take on faith that I'm re-
flecting a deeper study of the information. I urge you to ask us for
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later, either as individuals or as a group to have a more detailed
intelligence presentation from CIA, DIA as well as INR to give you
a full appreciation for how dangerous we think this is.

What I'd like to do if youll indulge me is I'll make a few more
informal comments and sort of set the scene and then very briefly
summarize the major portions of my written presentation and ask
if you would to take the full testimony and put it in the record.

The CHAIRMAN. It will be.

Mr. FORD. The issue itself is very complicated. I think that some
preparatory remarks are in order so that at least you understand
my biases and my conceptual framework so that when I make
these statements, you’ll at least know where I'm coming from.

I arbitrarily divide chemical and biological weapons into basically
three types, having a lot to do with their delivery. The first group
and in fact the one that we have the most information on, the one
that is in the greatest numbers around the world: battlefield weap-
ons. Weapons that have been produced by a number of countries
since World War I that are designed to be delivered by military air-
craft, artillery, or missiles. These normally are designed for specific
battlefield targets, to disrupt the battle area, protect a particular
zone, or provide the opportunity for forces to maneuver.

Even so our own commanders who have looked at the problems
of Russian tactics and our own and thought about warfare and the
age of nuclear, chemical and biological weapons, believe that
they’re uncontrollable. And while you may hope to disrupt the ma-
neuver of your enemy, you may also kill a lot of your own people
and have your own maneuver limited. So even the battlefield weap-
ons were, at least in our system, always more for deterrence. Hope-
fully we would never have to use these weapons. If we did, it was
always seen as a last resort sort of situation.

They also, because of their military nature, may be easy to steal,
but I would say even that is very difficult. They are hard to deliver
by any other than a military organization so that while there are
a lot of these weapons around, that’s probably not the best chance
for a terrorist to get a hold of chemical and biological weapons.
They’re closely guarded even in the most lax systems and even if
you got one, what to do with it is a real problem.

A second category are what I call terrorist weapons. The anthrax
in the letters would be an example, a very concrete example here
in the United States of a terrorist weapon. It didn’t kill a lot of peo-
ple, but it sure psychologically had a huge impact and scared a lot
of people and made us recognize and realize the dangers of chem-
ical and biological weapons.

Another example of a terrorist weapon would be a nuclear iso-
tope or nuclear waste sort of bomb that killed a few people through
immediate contact, maybe the radiation would affect a few people,
but we're talking about dozens rather than thousands. While clear-
ly something that we worry about, it’s more in the nature of the
psychological damage and the impact that it might have.

The third category is weapons of mass destruction. And at least
I personally feel that these are the ones that while most unlikely
to be used are the ones that are the scariest and that we have to
be certain that we understand and are carefully protecting our-
selves against. Here I mean the notion of being able to attack our
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livestock or our agricultural areas or poison the water of an entire
city where we're talking about tens of thousands of casualties from
chemical or biological weapons.

Those are the ones that terrify us the most. Clearly they are ones
that we think of when we think of terrorists, but I would argue
that terrorists alone based on what we know from al Qaeda and
various other groups, almost certainly would have to have state as-
sistance in order to have those sorts of weapons of mass destruc-
tion. So you're really talking about the convergence of the people
on our bad list and terrorists coming together when you get to the
point of weapons of mass destruction.

So with those introductory comments, let me just go through
quickly some of the countries that we are most concerned about on
these various types of chemical and biological weapons, battlefield,
terrorist and weapons of mass destruction.

The first one on my list and I think on most people’s list is Iraq.
Given Iraq’s past behavior, it’s likely that Baghdad has reconsti-
tuted programs prohibited under UN Security Council resolutions.
Since the suspension of UN inspection in December of 1998, Bagh-
dad has had more than enough time to reinitiate it’'s CW programs.
Programs that have demonstrated the ability to produce deadly CW
before they were disrupted by Operation Desert Storm, Desert Fox
and United Nations inspections.

Iraq’s failure to submit an accurate full, final and complete dis-
closure in either 1995 or 1997 coupled with its extensive conceal-
ment efforts, suggest that the BW program also has continued.
Without inspection and monitoring of programs, however, it’s dif-
ficult to determine their current status.

One of the reasons, of course, that Iraq bothers us in particular
is that it is one of the countries that’s actually used weapons
against other forces and against its own people. So that not only
do Iraqis have a capability and an intention, they've also done it
and that’s a small group of countries in that category.

The second one on my list is Iran. Iran, a state party to the
Chemical Weapons Convention, already has manufactured and
stockpiled chemical weapons including blister, blood, choking and
probably nerve agents and the bombs and artillery shells to deliver
them. Tehran continues to seek production and technology, train-
ing, expertise, equipment and chemicals from entities in Russia
and China that could be used to help Iran reach its goal in indige-
nous nerve agent production capability.

Tehran continued to seek considerable dual use bio-technical ma-
terials, equipment and expertise from abroad primarily from enti-
ties in Russia and Western Europe ostensibly for civilian uses. We
believe that this equipment and know-how could be applied to
Iran’s biological warfare program. Iran probably began its offensive
BW program during the Iran-Iraq War and likely has evolved be-
yond agent research and development to the capability to produce
small quantities of agent. Iran may have some limited capability to
weaponize BW.

North Korea has a longstanding chemical weapons program.
North Korea’s domestic chemical industry can produce bulk quan-
tities of nerve, blister, choking and blood agents. We believe it has
a sizable stockpile of agents and weapons. These weapons could be
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on a variety of delivery vehicles including ballistic missiles, air-
craft, artillery projectiles and unconventional weapons.

North Korea has not acceded to the Chemical Weapons Conven-
tion, nor is it expected to do so any time soon. While North Korea
has acceded to the Biological Weapons Convention, it nonetheless
has pursued biological warfare capabilities over the last four dec-
ades. North Korea likely has a basic bio-technical infrastructure
that could support the production of infectious biological agents.
It’s believed to possess a munitions production infrastructure that
would allow it to weaponize agents and may have biological weap-
ons available for military use.

Lybia continues its efforts to obtain technologies and expertise
from foreign sources. Outside assistance is critical to its chemical
and biological weapons program and the suspension of UN sanc-
tions in 1999 has allowed Tripoli to expand its procurement effort
with old primarily Western European contacts with expertise, parts
and precursor chemicals for sale.

Syria has also vigorously pursued the development of chemical
and to a lesser extent biological weapons to counter Israel’s supe-
rior conventional forces and nuclear weapons. Syria believes that
its chemical and missile forces deter Israeli attacks. Syria has a
longstanding chemical weapons program and is pursuing biological
weapons. Syria depends on foreign sources for key elements of its
chemical and biological warfare program, including precursor
chemicals and key production equipment.

The U.S. has pressed possible supplier states to Syria to stop
such trade, thereby making acquisition of such materials more dif-
ficult. The 33 nation Australia Group coordinates adoption of strict-
er export controls in many countries. As I'm sure you appreciate,
the real complexity here is that many, if not most, of the precur-
sors and ingredients in chemical and biological weapons can be
used in totally non-dangerous and medical and chemical sorts of
experiments, so that it’s very difficult other than from intelligence
sources to know what the intention of the purchaser of this mate-
rial is.

The United States believes that Cuba has at least a limited de-
velopmental offensive biological warfare research and development
effort. Cuba has provided dual use bio-technology to rogue states.
We're concerned that such technology could support BW programs
in those states.

We call on Cuba to cease all BW applicable cooperation with
rogue states and to fully comply with all its obligations under the
Biological Weapons Convention. At least at this point, we don’t see
Cuba involved in chemical weapons research and development.

Serious concerns remain about the status of Russian chemical
and biological warfare programs. Chairman Biden went over those
very accurately in his opening statement. Moscow has declared the
world’s largest stockpile of chemical agents—39,969 metric tons of
chemical agent to be exact, mostly weaponized, including artillery,
aerial bombs, rockets and missile warheads.

According to the Russian CWC declaration, all former Soviet
chemical weapons are stored at seven locations in Russia. In the
late ’80s and early 1990s, it carried out an extensive consolidation



10

process of chemical warfare material from sites within Russia and
from non-Russian locations.

Russian officials do not deny research has continued, but assert
that it aims to develop defenses against chemical weapons, a pur-
pose that is not banned by the CWC. Many of the components for
new binary agents development by the former Soviet Union are not
on the CWC schedule of chemicals and have legitimate civilian ap-
plications, clouding their association with chemical weapons use.
However, under the CWC all chemical weapons are banned wheth-
er or not they are on CWC schedules.

The former Soviet offensive biological program was the world’s
largest and it consisted of both military facilities and non-military
research and development institutes. This program employed thou-
sands of scientists, engineers and technicians throughout the
former Soviet Union with some biological warfare agents developed
and weaponized as early as the 1950s.

The Russian government has committed to ending the former So-
viet BW program. It has closed or abandoned plants outside the
Russian Federation and these facilities have been engaged through
cooperative threat reduction programs. Nevertheless we remain
concerned that Russia’s offensive biological warfare capabilities re-
main.

The United States remains concerned by the threat of prolifera-
tion both of biological warfare expertise and related hardware from
Russia. Russian scientists, many of whom either are unemployed
or unpaid for an extended period, may be vulnerable to recruitment
by states trying to establish biological warfare programs. The avail-
ability of worldwide information exchange via the Internet facili-
tates this process.

I believe that the Chinese have an advanced chemical warfare
program including research and development production and
weaponization capabilities. Chinese military forces have a good un-
derstanding of chemical warfare doctrine, having studied the tac-
tics and doctrine of the former Soviet Union. Chinese military
forces conduct defensive chemical warfare training and are pre-
pared to operate in contaminated environments.

I also believe that China’s current inventory of chemical agents
includes the full range of traditional agents and China is research-
ing more advanced agents. It has a wide variety of delivery systems
for these, including tube artillery, rockets, mortars, landmines, aer-
ial bombs, sprayers and SRBMs. China acceded to the Biological
and Toxin Weapons Convention in 1984, though many believe its
declaration under the BWC confidence building measures were in-
accurate and incomplete.

China has consistently claimed that it has never researched,
manufactured, produced or possessed biological weapons and that
it would never do so. However, China possesses an advanced bio-
technology infrastructure and the bio-containment facilities nec-
essary to perform research and development on lethal pathogens.
It’s possible that China has maintained the offensive biological
Waréare program it’s believed to have had before acceding to the
BWC.

Finally, terrorist interest in chemical and biological weapons has
been growing and probably will increase in the near term. The
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threat is real and proven. The ease of acquisition or production of
some of these weapons and the scale and terror that they can cause
will likely fuel interest in using them to terrorize.

The transport and dispersal techniques also are manageable and
can be made effective easily as seen recently in using the mail as
a delivery system to spread anthrax. Many of the technologies asso-
ciated with the development of chemical and biological agents have
legitimate civil applications.

In addition, the proliferation of such weapons raises the possi-
bility that some states or rogue entities within these states could
provide chemical or biological weapons to terrorists. It remains un-
likely that a state sponsor would provide such a weapon to a ter-
rorist group. But an extremist group with no ties to a particular
state, but which likely does have friends in state institutions, could
acquire or steal such a weapon and attempt to use it.

We have not completed our study of al Qaeda in Afghanistan and
their chemical and biological capabilities. So that it’s too soon to
give you a complete picture, but at least so far, I think that I would
summarize it as that our basic judgment remains the same: That
they had an almost insatiable appetite for information on biological
and chemical weapons, both how to do it and how to deliver it.

They also were interested in talking to a wide range of experts
from neighboring countries or co-religionists. We find no evidence
so far that they had successfully developed weaponized chemical or
biological agents, but I have to admit that at least so far, we feel
as we did after we got into Iraq and found out after Desert Storm
how much we had missed. I think that many of us are having the
same reaction in Afghanistan, that while they didn’t succeed, their
interests and activities were higher than many of us had imagined
until we saw the evidence and we still are looking. Many of the
documents and areas have not been fully examined. So I'll have to
only give you a partial judgment.

At this point, Mr. Chairman, I will ask that you put the complete
testimony in the record and be happy to take any question that you
or other members of the committee may have.

[The prepared statement of Mr. Ford follows:]

PREPARED STATEMENT OF CARL W. FORD, JR., ASSISTANT SECRETARY OF STATE FOR
INTELLIGENCE AND RESEARCH

Chairman Biden, Senator Helms, I am particularly pleased to come before you
today, as I spent many years working for the Senate Committee on Foreign Rela-
tions. I enjoyed those years, and am pleased now to contribute to your work again,
if in a different way.

More states have credible chemical and biological warfare (CBW) capabilities than
ever before. Advanced CBW capabilities and the widespread public understanding
of U.S. vulnerabilities since the anthrax attacks which followed on the events of
September 2001 makes their use all the more likely. CBW threats challenge not
only our homeland and Americans overseas, but our allies as well. Collaborative
international efforts to meet, reduce and defeat the use of chemical or biological
weapons have become essential. The United States remains committed to enacting
new domestic laws and strengthening treaties and international WMD regimes to
prevent and deter CBW development and use. I will highlight those countries not
in compliance with their international obligations. The Administration has raised
this important issue with a number of countries bilaterally.

Since the worldwide CBW threat is growing in breadth and sophistication, the use
of these weapons anywhere in the world would affect the United States. Crude but
lethal attacks can be small and could strike us in our homes here or in American
communities abroad. More than a dozen nations, including China, Iran, Iraq, Libya,
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North Korea, Russia and Syria have the capabilities to produce chemical and bio-
logical agents. Former Soviet biological and chemical facilities still exist in Ukraine,
Kazakhstan and Uzbekistan, though none is active now. Many have been engaged
by U.S. threat reduction programs to try to control proliferation of equipment, mate-
rials and knowledge. Nevertheless, it will always remain difficult to assess how suc-
cessful we have been in preventing proliferation—especially since basic CBW pro-
duction does not require large, sophisticated programs or facilities. Additionally, the
worldwide exchange of information via the Internet facilitates this process.

How likely is the use of CBW?

Compared to nuclear weapons, chemical weapons (CW) and biological weapons
(SW) are easier to acquire and the inherently dual-use nature of many goods and
technologies needed to produce SW and CW makes their assembly easier. That
makes it likely that we will confront such a threat in the future—again most likely
by terrorists.

Chemical agent development is threatening, and the development and production
of traditional chemical agents may be easier because their formulations are more
widespread than biological compounds. The building blocks of any chemical weapons
program come from the chemical industry. Precursor chemical procurement can be
difficult for a state that cannot produce them indigenously. Nevertheless, World War
I-era CW agents are not difficult to acquire and diagrams and descriptions of chem-
iIcal weapons from expired patents remain available in public libraries or on the

nternet.

Virtually all the equipment, technology and materials needed for biological agent
research and development and production are available on the open market as well
as in the secondary markets of the world. Vaccine research and disease treatment
require essentially the same equipment. Because biological weapons are relatively
cheap, easy to disguise within commercial ventures, and potentially as devastating
as nuclear weapons, states seeking to deter nations with superior conventional or
nuclear forces find them particularly attractive. Therefore BW will probably con-
tinue to gain importance since it can kill or incapacitate military forces or civilian
populations, while leaving infrastructure intact but contaminated. Its great dis-
advantage, that it can also attack one’s own side, may be blunted by advanced vac-
cination programs. Traditional controls, similar to those used for fissionable mate-
rial or delivery systems, cannot be effective when dangerous pathogens occur natu-
rally and do not depend on manufacturing settings for production. Procuring BW
agents and using them can be done in different ways with different effects. While
developing an effective biological weapon is more difficult than popular discussion
may indicate, the degree of difficulty depends on the agent chosen and the sophis-
tication of the delivery method. Biological weapons have been developed by states
for many operational uses, as well as by terrorist groups.

In addition to direct threats to the American people The United States is vulner-
able to indirect attack. For example, the United States relies on modern intensive
farming production methods that involve large numbers of healthy susceptible live-
stock in geographically concentrated areas, a centralized feed supply, and rapid
movement of animals to markets. In addition, U.S. crops generally lack genetic di-
versity, leaving them vulnerable to disease. An anti-livestock BW attack could result
in multiple outbreaks throughout the United States before the disease is diagnosed.
In most cases, confirmation of a foreign animal disease would result in immediate
termination of exports and potential banning of U.S. livestock products by foreign
governments, probably accompanied by killing infected and exposed livestock. The
economic impact would be enormous; as many as one in eight U.S. jobs is directly
involved in some form of agriculture, from food production to delivery to retail sales.

Chemical and Biological weapons have been used throughout history, and we are
keenly aware of the recent anthrax attacks as well as past Iraqi use of chemical
weapons against the Kurds in 1988 as well as the 1995 Aum Shinrikyo sarin gas
attack in the Tokyo subway. The threat is real, dangerous and likely to occur again.

Which nations possess weaponized stocks of chemical and biological agents?

Iraq

Given Iraq’s past behavior, it is likely that Baghdad has reconstituted programs
prohibited under UN Security Council Resolutions. Since the suspension of UN in-
spections in December of 1998, Baghdad has had more than enough time to reini-
tiate its CW programs, programs that had demonstrated the ability to produce dead-
ly CW before they were disrupted by Operation Desert Storm, Desert Fox, and
UNSCOM inspections. Iraq’s failure to submit an accurate Full, Final, and Com-
plete Disclosure (FFCD) in either 1995 or 1997, coupled with its extensive conceal-
ment efforts, suggest that the BW program also has continued. Without inspection
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and monitoring of programs, however, it is difficult to determine their current sta-
tus.

Since the Gulf War Iraq has rebuilt key portions of its chemical production infra-
structure for industrial and commercial use at locations previously identified with
their CW program. Iraq has also rebuilt a plant that produces castor oil, allegedly
for brake fluid. The mash left over from this production, however, could be used to
produce ricin, a biological toxin. Iraq has attempted to purchase numerous dual-use
items for, or under the guise of, legitimate civilian use. This equipment—in prin-
ciple subject to UN scrutiny—also could be diverted for WMD purposes. Since the
suspension of UN inspections in December 1998, the risk of diversion has increased.
After Desert Fox, Baghdad again instituted a reconstruction effort on those facilities
destroyed by the U.S. bombing, including several critical missile production com-
plexes and former dual-use CW production facilities. In addition, Iraq appears to be
installing or repairing dual-use equipment at CW-related facilities. Some of these
facilities could be converted fairly quickly for production of CW agents.

UNSCOM reported to the Security Council in December 1998 that Iraq also con-
tinued to withhold information related to its CW program. For example, Baghdad
seized from UNSCOM inspectors an Air Force document discovered by UNSCOM
that indicated that Iraq had not consumed as many CW munitions during the Iran-
Iraq war in the 1980s as had been declared by Baghdad. This discrepancy indicates
that Iraq may have hidden an additional 6,000 CW munitions.

In 1995, Iraq admitted to having an offensive BW program and submitted the
first in a series of FFCDs that were supposed to have revealed the full scope of its
BW program. According to UNSCOM, these disclosures are incomplete and filled
with inaccuracies. Since the full scope and nature of Iraq’s BW program was not
verified, UNSCOM has reported that Iraq maintains a knowledge base and indus-
trial infrastructure that could be used to produce quickly a large amount of BW
agents at any time. Iraq also has continued dual-use research that could improve
BW agent R&D capabilities. With the absence of a monitoring regime and Iraq’s
growing industrial self-sufficiency, we remain concerned that Iraq may again be pro-
ducing biological warfare agents.

Iraq has worked on its L—29 unmanned aerial vehicle (UAV) program, which in-
volves converting L—29 jet trainer aircraft originally acquired from Eastern Europe.
In the past, Iraq has conducted flights of the L—29, possibly to test system improve-
ments or to train new pilots. These refurbished trainer aircraft are believed to have
been modified for delivery of chemical or, more likely, biological warfare agents.

Iran

Iran, a State Party to the Chemical Weapons Convention (CWC), already has
manufactured and stockpiled chemical weapons—including blister, blood, choking,
and probably nerve agents, and the bombs and artillery shells to deliver them.
Tehran continues to seek production technology, training, expertise, equipment, and
chemicals from entities in Russia and China that could be used to help Iran reach
its goal an indigenous nerve agent production capability.

Tehran continued to seek considerable dual-use biotechnical materials, equipment,
and expertise from abroad—primarily from entities in Russia and Western Europe—
ostensibly for civilian uses. We believe that this equipment and know-how could be
applied to Iran’s biological warfare (SW) program. Iran probably began its offensive
BW program during the Iran-Iraq war, and likely has evolved beyond agent re-
search and development to the capability to produce small quantities of agent. Iran
may have some limited capability to weaponize BW.

North Korea

North Korea has a long-standing chemical weapons program. North Korea’s do-
mestic chemical industry can produce bulk quantities of nerve, blister, choking, and
blood agents. We believe it has a sizable stockpile of agents and weapons. These
weapons could be on a variety of delivery vehicles, including ballistic missiles, air-
craft, artillery projectiles and unconventional weapons. North Korea has not acceded
to the Chemical Weapons Convention (CWC), nor is it expected to do so any time
soon.

While North Korea has acceded to the Biological Weapons Convention (BWC), it
nonetheless has pursued biological warfare capabilities over the last four decades.
North Korea likely has a basic biotechnical infrastructure that could support the
production of infectious biological agents. It is believed to possess a munitions pro-
duction infrastructure that would allow it to weaponize agents and may have bio-
logical weapons available for military deployment.
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Libya

Libya continues its efforts to obtain technologies and expertise from foreign
sources. Outside assistance is critical to its chemical and biological weapons pro-
grams, and the suspension of UN sanctions in 1999 has allowed Tripoli to expand
its procurement effort with old-primarily West European—contacts with expertise,
parts, and precursor chemicals for sale. Libya still seeks an offensive CW capability
and an indigenous production capability for weapons. Evidence suggests Libya also
seeks the capability to develop and produce BW agents. Libya is a state party to
the BWC and may soon join the CWC, however this likely will not mean the end
to Libya’s ambition to develop CBW.

Syria

Syria has also vigorously pursued the development of chemical—and to a lesser
extent biological—weapons to counter Israel’s superior conventional forces and nu-
clear weapons. Syria believes that its chemical and missile forces deter Israeli at-
tacks.

Syria has a long-standing chemical warfare program, first developed in the 1970s.
Unlike Iran, Iraq, and Libya, Syria has never employed chemical agents in a con-
flict. It has a stockpile of the nerve agent sarin and may be trying to develop ad-
vanced nerve agents as well. In future years, Syria will likely try to improve its in-
frastructure for producing and storing chemical agents. It now probably has
weaponized sarin into aerial bombs and SCUD missile warheads, giving Syria the
%ap%bility to use chemical agents against Israeli targets. Syria has not signed the

WC.

Syria is pursuing biological weapons. It has an adequate biotechnical infrastruc-
ture to support a small biological warfare program. Without significant foreign as-
sistance, it is unlikely that Syria could advance to the manufacture of significant
amounts of biological weapons for several years. Syria has signed the BWC.

Syria depends on foreign sources for key elements of its chemical and biological
warfare program, including precursor chemicals and key production equipment. The
U.S. has pressed possible supplier states to Syria to stop such trade, thereby mak-
ing acquisition of such materials more difficult. The 33-nation Australia Group co-
ordinates adoption of stricter export controls in many countries.

Cuba

The United States believes that Cuba has at least a limited, developmental offen-
sive biological warfare research and development effort. Cuba has provided dual-use
biotechnology to rogue states. We are concerned that such technology could support
BW programs in those states. We call on Cuba to cease all BW-applicable coopera-
tion with rogue states and to fully comply with all its obligations under the Biologi-
cal Weapons Convention.

Russia

Serious concerns remain about the status of Russian chemical and biological war-
fare programs, the accuracy of the information Russia provided in its declarations,
and the willingness of the Russian defense establishment to eliminate these capa-
bilities. Further, given that Russia still faces serious economic and political chal-
lenges and the large number of weapons involved, the possibility that some Rus-
sians might sell chemical and biological materials, technologies and knowledge to
other countries or groups continues to exist.

Russia has stated publicly that it opposes proliferation of chemical and biological
weapons. Because of its economic situation and serious financial shortfalls, Russia
remains concerned about the costs of implementation of the Chemical Weapons Con-
vention. It believes the high destruction costs of its large chemical weapons stockpile
requires Western assistance.

Moscow has declared the world’s largest stockpile of chemical agents: 39,969 met-
ric tons of chemical agent, mostly weaponized, including artillery, aerial bombs,
rockets, and missile warheads. U.S. estimates of the Russian stockpile generally are
still larger. The inventory includes a wide variety of nerve and blister agents in
weapons and stored in bulk. Some Russian chemical weapons incorporate agent mix-
tures, while others have added thickening agents to increase the time of contamina-
tion on the target.

According to the Russian CWC declaration, all former Soviet chemical weapons
are stored at seven locations in Russia, mostly in the Volga/Ural section of the coun-
try. During the late 1980s and early 1990s, it carried out an extensive consolidation
process of chemical warfare material, from sites within Russia and from non-Rus-
sian locations.
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Russian officials do not deny research has continued but assert that it aims to
develop defenses against chemical weapons, a purpose that is not banned by the
CWC. Many of the components for new binary agents developed by the former So-
viet Union are not on the CWC’s schedules of chemicals and have legitimate civil
applications, clouding their association with chemical weapons use. However, under
the CWC, all chemical weapons are banned,” whether or not they are on the CWC
schedules.

The former Soviet offensive biological program was the world’s largest and con-
sisted of both military facilities and nonmilitary research and development insti-
tutes. This program employed thousands of scientists, engineers, and technicians
throughout the former Soviet Union, with some biological warfare agents developed
and weaponized as early as the 1950s. The Russian government has committed to
ending the former Soviet BW program. It has closed or abandoned plants outside
the Russian Federation and these facilities have been engaged through cooperative
threat reduction programs. Nevertheless, we remain concerned about Russia’s offen-
sive biological warfare capabilities remain.

Key components of the former Soviet program remain largely intact and may sup-
port a possible future mobilization capability for the production of biological agents
and delivery systems. Moreover, work outside the scope of legitimate biological de-
fense activity may be occurring now at selected facilities within Russia. Such activ-
ity, if offensive in nature, would contravene the BWC, to which the former Soviet
government is a signatory. It would also contradict statements by top Russian polit-
ical leaders that offensive activity has ceased.

The United States remains concerned by the threat of proliferation, both of bio-
logical warfare expertise and related hardware, from Russia. Russian scientists,
many of whom either are unemployed or unpaid for an extended period, may be vul-
nerable to recruitment by states trying to establish biological warfare programs. The
availability of worldwide information exchange via the Internet facilitates this proc-
ess.

Russian entities remain a significant source of dual use biotechnology, chemicals,
production technology, and equipment for Iran. Russia’s biological and chemical ex-
pertise makes it an attractive target for Iranians seeking technical information and
training on BW and CW agent production processes.

China

I believe that the Chinese have an advanced chemical warfare program, including
research and development, production, and weaponization capabilities. Chinese mili-
tary forces have a good understanding of chemical warfare doctrine, having studied
the tactics and doctrine of the former Soviet Union. Chinese military forces conduct
defensive chemical warfare training and are prepared to operate in contaminated
environments. In the near future, China is likely to achieve the necessary expertise
and delivery capability to integrate chemical weapons successfully into overall mili-
tary operations.

I believe that China’s current inventory of chemical agents includes the full range
of traditional agents, and China is researching more advanced agents. It has a wide
variety of delivery systems for chemical agents, including tube artillery, rockets,
mortars, landmines, aerial bombs, sprayers, and SRBMs. China signed the Chemical
Weapons Convention in January 1993, and ratified it shortly after the U.S. ratifica-
tion in April 1997.

China acceded to the Biological and Toxin Weapons Convention in 1984, though
many believe its declarations under the BWC confidence-building measures inac-
curate and incomplete. China has consistently claimed that it has never researched,
manufactured, produced, or possessed biological weapons and that it would never
do so. However, China possesses an advanced biotechnology infrastructure and the
biocontainment facilities necessary to perform research and development on lethal
pathogens. It is possible that China has maintained the offensive biological warfare
program it is believed to have had before acceding to the BWC.

What is the potential access of international terrorist groups to these stocks and capa-
bility to produce and employ CBW?

Terrorist interest in chemical and biological weapons has been growing and prob-
ably will increase in the near term. The threat is real and proven. The ease of acqui-
sition or production of some of these weapons and the scale and terror they can
cause, will likely fuel interest in using them to terrorize. The transport and dis-
persal techniques also are manageable and can be made effective easily, as seen re-
cently in using the mail as a delivery system to spread anthrax.

Many of the technologies associated with the development of chemical and biologi-
cal agents, have legitimate civil applications. The increased availability of these
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technologies, particularly if a group is already in the United States and therefore
not subject to many of the controls in place that monitor and limit the export of
these technologies, coupled with the relative ease of producing chemical or biological
agents, makes the threat very real.

In addition, the proliferation of such weapons raises the possibility that some
states or rogue entities within these states could provide chemical or biological
weapons to terrorists. It remains unlikely that a state sponsor would provide such
a weapon to a terrorist group. But an extremist group with no ties to a particular
state (but which likely does have friends in state institutions) could acquire or steal
such a weapon and attempt to use it.

How well can the U.S. monitor the threat?

The proliferation of chemical and biological weapons continues to change in ways
that make it more difficult to monitor and control, increasing the risk of substantial
surprise. Countries and terrorists determined to maintain and develop these capa-
?ilities are demonstrating greater proficiency in the use of denial and deception ef-
orts.

State programs have been placing significant emphasis on self-sufficiency. In bol-
stering their domestic production capabilities, and thereby reducing their depend-
ence on others, they can better insulate their programs against interdiction and dis-
ruption. Although these indigenous capabilities may not always substitute well for
foreign imports—particularly for more advanced technologies—in many cases they
may prove adequate.

In addition, as their domestic capabilities grow, traditional recipients of tech-
nology could become new suppliers of technology and expertise to others. We are in-
creasingly concerned about “secondary proliferation” from maturing state-sponsored
programs, such as those in Iran and North Korea. These countries and others not
members of the Australia Group do not adhere to its export constraints. Apart from
governments, private companies, scientists, and engineers from countries such as
China and Russia may provide CBW-related assistance to countries or terrorist or-
ganizations. Weak or unenforceable national export controls, especially on dual-use
technology and goods, coupled with the growing availability of technology, makes
the spread of CBW easier, and therefore more likely.

Unfortunately, Mr. Chairman, I cannot assure you that we can predict and protect
against the threats of CBW attack on the Homeland or American bases, embassies,
and interests abroad. The technology for CBW is too widely available and the pre-
cursors too widespread for us to track. Such weapons tend to be clumsy, subject to
vagaries of wind, weather, and ventilation systems. Moreover, the users rarely have
any immunity from them. We must worry, however, that in the hands of a fanatic,
CW or BW agents could cause great loss of life.

I look forward to you questions.

The CHAIRMAN. Without objection we place it in the record and
I'd suggest if the Chairman doesn’t mind we have 10-minute
rounds. There’s only three of us. We could coherently follow-up on
some questions.

Let me say, Mr. Secretary, at the outset, I appreciate the way
you have segmented your presentation and in a sense what, Sen-
ator Helms obviously he speaks for himself, but what Senator
Helms and I are attempting to do in a way, my words not his, is
sort of provide a glossary and a vocabulary for our colleagues on
how to begin to get a handle on this issue.

We both agree that this is notwithstanding the degree to which
we each support or don’t support national missile defense and how
fast we move it, et cetera. This is, irrespective of that, whether we
got full bore or we slow or whatever, we both believe this is an in-
credibly urgent problem that we have to attend to and it has not,
at least speaking for myself, I don’t think it’s sunk into the con-
sciousness of our colleagues or the country how urgent this concern
is.
And so what I don’t want to do, though, and neither of us want
to do is unduly alarm the public. So we’re trying to be as straight-
forward as we can and to get down if we can and we’re going to
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have many of these hearings, try to determine whether there’s an
emerging consensus among you and your colleagues behind you
and others in this country and around the world as to what are the
most likely threats, what are the things, how likely are they and
what do they have to be in combination with to come to fruition.

And that’s why I quite frankly like your, as you said it was your
way of looking at it, battlefield weapons, terrorist weapons and
weapons of mass destruction. And so as I go through my questions
here, I want you to understand that if you know the purpose, you
may be able to help me if I don’t ask the question precisely the way
to elicit the answer that you being around this place long enough
know I'm trying to—the issue I'm trying to get my arms around.

And so you had indicated that in your statement, you talk about
the various things we can do to deal with all of this including, and
T'll get back to it, an arsenal of response including arms control
being part of the mix, but let me leave that aside for the moment.

Why would, in a generic sense, why would a terrorist group like
al Qaeda, let’s just pick al Qaeda. Why would a terrorist group like
al Qaeda in your view need the help of a state, a sponsor in effect,
to be able to utilize a chemical and biological weapons of mass de-
struction?

Your definition of that is it kills a whole lot of people. Anthrax
is not a weapon of mass destruction necessarily at least as was use
of the mail, but obviously certain pathogens released into the at-
mosphere in sufficient quantities, obviously certain chemical weap-
ons dispersed in sufficient quantities could in fact have a dev-
astating impact in terms of the number of people killed.

So just muse with us a moment why for the bigger bang for the
buck for the real serious fall out why would an al Qaeda need, hy-
pothetically, one of the states we mentioned to be sponsor, in effect,
to their effort?

Mr. ForD. Well, I must make it clear that I'm not expert on
chemical and biological weapons and I obviously, like you, have
been compelled to try to think about this issue more and more, par-
ticularly after 9/11.

My sense is that getting ahold of small quantities of chemical
and biological weapons material is difficult but clearly within the
capability over time for major terrorist groups like al Qaeda,
Hezbollah and others. And we've seen in several places in the
world that people are crazy enough or committed enough to blow
themselves up or to kill themselves in order to make a point.

And when you talk about a few dozen people, or even a few more
than that, those types of actions are quite possible by terrorist
groups because you don’t have to have the organization and plan-
ning a sophisticated device. It can be a very primitive device equiv-
alent to the conventional weapon of strapping dynamite around
your waist and going into a pizza restaurant and blowing yourself

up.
And I don’t belittle that because as we saw with anthrax, it has
a huge impact. If that happened in Detroit or if it happened in LA,
it would have a huge impact on Americans’ perceptions of their
safety and be concerned about what happened to their kids.
Having said that, I think that many of us believe that the pre-
ferred weapon for terrorists right now would still be some sort of
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conventional explosion. They can kill a lot more people a lot easier
than they can with these exotic chemical and biological weapons
and probably have less chance of blowback or impact on them. And
so that blowing up a school, attacking a sports event, if you want
to have an impact, you probably can do that a lot easier than you
can with trying to use a chemical or biological agent.

If you’re trying to think about how to poison the water of a major
metropolitan area where tens of thousands of people could be killed
or if you're trying to think about how you would kill over time a
large number of people on the East Coast with some sort of dis-
ease, we're really talking about a sophistication in packaging and
delivery and organization that I think even nation states would
have difficulty putting together.

There’s a logistics and organizational requirement that you can
try it, but you’d probably fail if you're not careful. So that it’s the
sophistication of the weapon, the sophistication of the delivery
means that while best done by terrorists, probably is beyond their
planning and scientific capability to put together effective weapons
of mass destruction.

One of the states or a group within a state could prepare that,
but not want to be fingered as being the culprit and could pass it
on to a terrorist group. I think at least in my mind, that’s a more
likely scenario than al Qaeda’s thinking this up all by itself.

Now, having been one of those who probably would’ve said you
gotta be crazy if someone came and said I think they might fly an
airplane into the World Trade Center and the Pentagon, so part of
the problem for us in the intelligence community is thinking the
unthinkable, the things that might occur even if we don’t have
much faith that it could.

But I still believe that it’s more likely that they would have to
have the aid of some state or some group within a state to pull off
the major weapons of mass destruction sort of effort successfully.

The CHAIRMAN. To put this in context, I asked in the middle of
the anthrax scare and I think it was when our distinguished doctor
colleague was talking to a joint caucus of Democrats and Repub-
licans, Senator Frist, and I remember asking the question about
not of Dr. Frist, but of some of the intelligence people about the
ability to pollute a water supply in a city to such a degree that
thousands of people would die.

And what I wanted to deal with was the image in my home state
of people thinking someone could take a little vial and pour a vial
into the reservoir near where I live or in the Brandywine River
where we get our drinking water and thousands of people die. The
truth is that is not possible. There is no such little vial that I'm
aware of. You're talking about tons of material being dropped in
some cases, so your point being it is not all that easy, but we have
to anticipate this possibility occurring.

I'm going to come back in the second round and ask you a few
questions about the intelligence community’s assessment of motiva-
tion for these countries. For example, unrelated, assume Iran were
a thoughtful democracy. Were I Iran, I might very well be doing
what Iran was doing because of what Iraq did to me. It’s harder
for me to understand why Syria might, but any rate but I'll come
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baclk to that. I yield to the Senator from North Carolina, Senator
Helms.

Senator HELMS. Mr. Chairman, there was a time when I accept-
ed all of these so-called problems as problems that we ought to be
looking at. These are just as important and so forth. It ain’t so.

You think of it in terms of your children and grandchildren and
what they are facing on this kind of problem and then you have
a wake up call. I remember when Sam Nunn and Jim Woolsey
came here that day. That was sort of a wake up call. I don’t know
whether you know about that or not, but they had visited the sites
and the laboratories in Russia where all this is going on.

So Russia’s not just fooling around with it. It may not be that
we are just not fooling around with it, too. I don’t know, I confess,
the extent to which we are doing it, but we are headed toward the
possibility of something very bad. Now, the most recent national in-
telligence estimate indicates, we talk about Syria and Iran and
Russia’s assistance to those two countries, and I just wondered
what difference would it make if Russia were to cease its prolifera-
tion, total proliferation, what impact would this have on the devel-
opment of chemical and biological programs in just these two coun-
tries?

I think that’s the way to put it in perspective. How much good
would it do if they stopped doing it for those two countries?

Mr. ForD. Well, I think it would make a considerable difference.
I would simply add to your thought that as I was talking to our
friends in Moscow, I think we ought to talk to our friends in Eu-
rope and——

Senator HELMS. You mean——

Mr. FORD [continuing]. ask them to do the same thing. Be-
cause I think this is one of those cases where it’s not just Russia
and China, ones we sort of look to first for giving these things to
countries in the Middle East, but also in terms of chemical and bio-
logical weapons, often the most critical pieces of technology or ship-
ment are from our friends in Europe.

Senator HELMS. Let me go back to my original premise. Do we
have any evidence that terrorist organizations have been able to
acquire chemical and biological weapons from Russia? Now, we've
had all sorts of meetings on the fourth floor, Joe, but I have never
heard that question answered to my satisfaction.

Mr. FORD. You know, I'm not sure that I—I can’t really go into
any details, but my sense is that during the Cold War, during the
Soviet Union period, that particularly Russian chemical defense
and biological warfare defense capabilities were shared with many
of their allies and friends.

For most of the countries who have been doing offensive BW and
CW, it starts and is often done under the cover of defensive activi-
ties, chemical warfare, biological warfare. So I don’t know, I can’t
give you the exact answer that the Soviet Union did, but they
clearly were helpful in providing chemical and biological weapons
information to a whole host of countries that modeled themselves
after the Soviet military forces.

Senator HELMS. You have made my point. You have made my
point. Neither do we know. And I've asked the question and they
would get back to me and all that sort of thing. Now, what is our
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intelligence estimate of the likely use by Iran of these dangerous—
I'll only just pick out one. What’s the likelihood that they would do
it?

Mr. ForD. And the important variable there is the what. What
would they do? I think that Chairman Biden suggested that one of
the reasons that motivates Iran is the concern about past conflict
with Iraq so that some of their chemical and biological activities
are designed as a deterrent or possible use against Iraq should it
attack Iran.

I think there’s also the concern on the part of the Iranians that
if there should be a conflict with Israel that both Israel and the
United States would be involved and that our superior conventional
capabilities would need to be deterred in some way or hope they
could deter it in some way so they would also be motivated to

Senator HELMS. Of course, they got to think of tit for tat, too.
You know, what are they going to do to their own countries and
this is a factor that’s almost impossible to apply. Now, I don’t want
to leave our friends in Beijing out of this thing, you know. What’s
happening there? What are they doing to proliferate if anything?

Mr. FORD [continuing]. In terms of proliferation, the record is not
clear and particularly we probably could go into somewhat more
detail at a classified level. I think that they have been more in-
volved in dual use and things that could be used by a recipient for
chemical and biological. I have no evidence that I know of that they
have provided chemical weapons or biological weapons

Senator HELMS. Nor do 1.

Mr. FORD [continuing]. They develop for themselves. That has
something—China hasn’t done that.

Senator HELMS. Well, we keep mentioning Iraq and we forget, 1
think, that there are a hell of a lot of folks over there who don’t
like Saddam Hussein and if we or somebody or everybody should
concentrate on getting that guy out of there, I think Iraq would be
once more one of the countries that we can most rely upon because
these folks come to see me and I'm sure they come to see every
Senator and House Member, but they are pleading for help and it’s
difficult to know how best to help them.

Now, Joe mentioned and you did, too, I think, the biological
agents and chemicals that Iraq is trying to acquire. What type spe-
cifically, do you know that, are they trying to acquire?

Mr. ForD. I would have to take that question and get back to
you. Primarily because any details like that would have been ac-
quired through collection of intelligence and I'll have to just take
the question if you don’t mind.

Senator HELMS. Very well. I'd like for you to check your sources
and let us know what you find out. Now, back to cousin Saddam
Hussein, I think he’s continuing his ballistic missile program. We
have some indication of that. I will not go further in describing
what the indication is. And I wonder if you have any feeling about
how far if anything he has been able to do to weaponize these
chemo-bio-agents, I suppose you call them, into warheads and
that’s the ultimate answer to what the danger question is all about.

Mr. ForD. Well, both simply by chance and also by emphasis, we
probably know more about Iraq’s chemical and biological weapons
programs than many of the other countries that we’re looking at.
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Senator HELMS. I think that’s right.

Mr. ForD. And it’s at least in terms of chemical weapons, not
only do we know that they have built them in the past, as I sug-
gested they had used them in the past, but there are suspicions
based on our inspections and our discussions with Iraqis over many
years that there are a lot of weapons that they can’t account for.

So there is a large consensus that in fact, while I may not be
able to prove it to you today, I certainly believe that they have a
stockpile of chemical weapons weaponized ready to go if they
should need them.

Biological agents are somewhat more problematical, but I think
that most people that look at Iraq on chemical, biological and nu-
clear will—if they don’t have it now, they’re working on it and that
if given lifting of sanctions or some major change that it makes it
a little bit easier for them they will have them and that the mo-
ment that they are no longer under international controls that
they’ll have the whole range of weapons. And we see the activity,
we see the emphasis, we see the resources, we see the brain
power——

Senator HELMS. All right.

Mr. FORD [continuing].——It’s made difficult for them because
we're all watching very closely, but they’re still trying.

Senator HELMS. No wonder John Glenn was so smart when he
was in the Senate. One final question yes or no, does the United
States have the ability to detect biological and chemical weapons
being smuggled into the United States?

Mr. Forp. Sir, I don’t know, but that’s a good question and I will
try to get you an answer.

Senator HELMS. Okay. If you’ll do that. Thank you, sir.

The CHAIRMAN. Senator Lugar.

Senator LUGAR. Well, thank you, Mr. Chairman. Secretary Ford,
in your concluding statement of your prepared testimony, you say,
“I cannot assure you that we can predict and protect against the
threats of CBW attack on the homeland” and you point out, that
an attack could cause great loss of life.

Isn’t the whole thrust of the Administration’s new policy to ad-
dress these threats and reduce the possibility of such attacks occur-
ring? By that I mean opening up the countries that have weapons
of mass destruction.

At the heart of the war against terrorism, it seems to me is the
thought that we must gain international transparency with regard
to Iran, Iraq or others or we are going to have war. We're going
to have military force employed. In other words, the President is
saying this is not something you sort of wait around for for years
and maybe it develops, or maybe it doesn’t. This is a critical point
in history.

A lot of our allies and members of the coalition in Afghanistan
are very nervous about this. They have the same estimate you have
this morning. We’re all vulnerable, but they’re worried the Presi-
dent is serious about eliminating the intersection of terrorist cells
and weapons of mass destruction and that this policy could lead to
a long war.

I suppose what I'm probing for this morning is, is there a sense
and presentation of all this by the Administration so that the
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American people understand what’s at stake here; or are we likely
to have a lot of hearings about who has what, and how they got
it; or are we going to aggressively remove the source?

As I understand the quarrel with Iraq, there is no international
transparency with regard to possible WMD stockpiles. Leaving
aside Saddam Hussein and the past there, the international com-
munity shares our concerns. They want to know what Iraq has in
their stockpile.

So, people from Iraq have gone to see Kofi Annan, Secretary
General of the United Nations, offering some arrangement, but ap-
parently it was unsatisfying to everyone, including the Secretary
General. Eventually, if Iraq says, “No you cannot come in, we are
going to deny you knowledge of what we are doing,” then it’s likely
to precipitate military action and we will find out what’s occurring.

I think that there has to be some sense, not necessarily in your
testimony, but in the overall discussion of this problem that we're
in a war and the objective is to establish transparency. And the im-
portance of doing that is tremendously vital to changing the whole
picture.

As you point out, there could be individual terrorists or groups
of people who get their hands on some dangerous material and kill
people. But as you’re pointing out, it’s very difficult to poison the
whole reservoir or to kill tens of thousands of people in a city with-
out having a fairly active organization. If not a state at least some
portion of a government or some apparatus, some infrastructure.

I think we have the ability to stop that if we have the political
will to do so. We will remove the opportunity for groups to organize
and establish themselves.

This is just a personal editorial, but it’s precipitated by the
thought, as you’ve said, this is a gloomy subject and it is, but it’s
brighter because we’re alert. We're not passive as we might have
been if you had testified a year ago. We're prepared to do some-
thing about it.

We can do something about it in a big way with Russia now.
Here is a country that in terms of chemical warfare is somewhat
cooperative, and 40,000 metric tons of weapons are reasonably se-
cure in seven locations with Russians and Americans providing se-
curity. And the Russians having a palpable fear of the results of
the stuff getting out, as we do, to Chechens or others in their own
country where Russians would be killed.

But the problem, as you pointed out, is the deadline for the
Chemical Weapons Convention may not be met in 2012, and it
comes down to money. There hasn’t been very much in the Russian
budget for this. Now, the current Duma has appropriated some
money, and Congress has stepped forward. So at Shchuchye, there
may be in fact some action this year to start destroying those
weapons.

Although it may be true that nerve gas and other types of weap-
ons are hard to circulate, I observed in Shchuchye as perhaps you
have that there are 2 million hells being stored there. I put three
85mm shells in a thin suitcase that somebody could carry out of
the place. Now nobody’s going to, were guarding it, but these
weapons are easily portable.
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For a long time it’s been hard for some of us to convince our col-
leagues that we ought to cooperate with Russia and destroy these
weapons. Some feel that the Russians made their bed, let them
sleep in it. It’s expensive to do. Why should American taxpayers de-
stroy the first one of those shells? But I think we’re over that hur-
dle. We sort of understand that the stuff is portable and prolifera-
tion could occur.

What is the Administration’s general thrust with regard to this
whole problem? It’s been an ordeal getting to one of the seven loca-
tions. We know where they all are. We now agree that 95 percent
of the problem is in Russia and they have a reasonably cooperative
government, but is there an organizational thrust or a budget
thrust on the part of our Administration to get to the source? Find
out about it, work with people to destroy it.

Mr. FORD. Senator Lugar, as I know you appreciate, intelligence
officers are very good at telling you that the sky is falling. We're
not so good at telling you how to protect yourself from that or what
you need to do. And it may seem like a cop out, but in fact it really
is a different job and I will tell my colleagues at State that they
should come down and brief the committee or see you personally
and talk to you about what we intend to do about this.

What we are telling our policy colleagues is that this is one you
can’t go to sleep on. That everything that we see is that a prolifera-
tion of these very dangerous capabilities of chemical and biological
weapons both by states and by terrorist groups and that given that
proliferation, the chances for use are increasing and that if they
are used, we'll never forgive ourselves if we don’t do something
about it.

I have to tell you that I still am more worried by a nuclear at-
tack than I am a chemical or biological attack. I think that ter-
rorist use of these weapons can occur, and I would mourn the
death of even a few people; but I would also hate to wake up one
morning and realize that instead of just the World Trade Center
disappearing that New York City had disappeared or Washington
or some other place and that either by an accidental launch or by
some five crazy guys that get a hold of an ICBM from one of the
nations that have them and shoot it at us.

But that’s not say that biological and chemical aren’t dangerous.
They are. And they’re very difficult to deal with.

Senator LUGAR. Let me just to say in the limited time I have
that I think nuclear probably is a greater threat, but since we're
concentrating today

Mr. FORD. I understand. I understand.

Senator LUGAR [continuing].——on chemical and biological. With
the biological, we have a very talented man working for Nunn-
Lugar in the Pentagon now, Andy Webber. His exploits have been
told by Judy Miller in her book, “Germs.” He has visited many bio-
logical facilities and made it possible for people like me to get into
them.

I mention this because the sharing of information about what we
have found has not been very wide. I point out anecdotally as I vis-
ited with British Intelligence on the way back from NATO in Janu-
ary, they were amazed that we physically had been wandering
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around biological facilities, examining the contents, trying to put
some security beyond barbed wire around some of these places.

I think you know with our NATO allies, with our European
friends, there’s potential for a great deal of cooperation, as we sim-
ply clue them in as to what we know with regard to chemical situa-
tions, too. The degree of intelligence perspective in all these things
is very uneven and I think we have the benefit of being far ahead
in that respect due to the intrusions, but the

Mr. FOrRD. But I think some our NATO and European friends are
in fact helping very much with Russia

Senator LUGAR. Right.

Mr. FORD [continuing].——in destruction and control of the
chemical weapons.

Senator LUGAR. They have indeed; and the Germans and the
Norwegians, the Canadians, the British all have stepped up now to
the Shchuchye project, probably because of your efforts and those
at State. I applaud you.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you. Senator Frist.

Senator FRIST. Thank you, Mr. Chairman and thank you, Sec-
retary Ford for an outstanding perspective to what I think is one
of the most pressing issues of our time. And that is the threat of
biological, and chemical, but biological terror, in part because un-
like the nuclear, we don’t fully understand biological terror.

We saw the assault of anthrax on our soil and we were unpre-
pared. We were unprepared for that. This hearing is very impor-
tant because it shows the rich matrix involved that is our inter-
national intelligence which really hasn’t done a very good job in
speaking, I believe, to our public health system. There hasn’t been
the need to in part because the science hadn’t been there. We
weren’t fully aware that the technology of weaponization is in the
hands of others and it is this far developed as it is.

And I applaud the Chairman and the Ranking Member to paint
this much larger picture and then it’s incumbent upon us in the
United States at Congress with the leadership of the Administra-
tion to weave this story together in such a way that families listen-
ing to this testimony around this country feel secure and feel safe
and know what to do.

One area we haven’t talked very much about I'd like to come
back to after I make a few more general statements is the whole
issue of smallpox because I don’t want us to leave this hearing and
think that it does take a large state or a lot of money or a lot of
sophistication. Because it doesn’t and that’s what’s unique.

In terms of biological weapons, these germs, these bacteria, you
don’t see the weapon. It doesn’t take very much money. They
spread themselves. They can be contagious, not all of them are.
The perpetrator is long gone. The weapon, you can’t smell it, you
can’t see it, you can’t touch it, you can’t taste it and the victim may
be six or seven days later, plus that victim can spread the germ
to other victims.

As a nation, I don’t think Americans are fully aware of the risk.
In your written statement, “Terrorist interest in chemical and bio-
logical weapons has been growing and probably will increase in the
near term. The threat is real and proven.” You said it in your oral
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testimony as well, but it’s very important that we in Congress hear
that and I would say that local elected officials and local govern-
ments hear that as well because they’re the ones who are going to
respond.

It’s not going to likely be the military where conventionally we
think in response to these terrorist assaults. America’s not yet
aware of how real the threat is, even in spite of anthrax which hit
here in Washington, the East Coast and Florida and New York and
Connecticut.

Your statement that it’s increasing or that the threat is real and
proven and probably will increase is important for America to hear
as well. We haven’t seen it yet. I don’t know what’s going to come,
but a terrorist whose purpose is to terrorize, to put fear, to para-
lyze infrastructure now know that it works. Before anthrax we
didn’t know. Now they know it works even though anthrax in the
large scope of things was quite small. I say that because I think
the risk is real, that it’s increasing, that we remain vulnerable
today.

We'’re responding as a government, but we still remain underpre-
pared. The intentional release of potentially deadly bacteria and vi-
ruses or poisonous agents or chemical agents that we’re talking
about is a reality today. Ounce for ounce, whether it’s anthrax or
whether it is smallpox, these are among the most lethal weapons
of mass destruction. They're more powerful than the hydrogen
bomb today potentially, that can be used and if youre a terrorist
and you know that, it gives you great strength if your purpose in-
deed is to terrorize.

There have been many past studies that we kind of put aside
that we use as a call to action, but I think we need to go back and
look at those. In 1993, the Office of Technology and Assessment es-
timated that under the right atmospheric conditions, dispersion by
an airplane of 220 pounds of anthrax spores over Washington, D.C.
could result in up to 3 million deaths.

Well, we’re much better prepared today I believe with the way
government has responded, with the stockpiles of medicines, but
what about smallpox. We didn’t go into the agents today, Mr.
Chairman, but what about botulinum toxin? We will in the second
panel. Or tularemia or the plaque which has wiped a larger per-
centage of the population than any disease. These agents have been
identified by our intelligence community and now we need to com-
municate with America to make sure that we do appropriately re-
spond.

As we’ve heard and will continue to hear, the threats from bio-
logical agents are real. The terrorist groups have the resources.
They have the motivation now we know to use germ warfare and
indeed, we need to recognize as a country as we merge our foreign
relations, our intelligence, our foreign policy with what goes on
here at home, the weapons of choice in the wars of the 21st century
may well be botulinum toxin, anthrax and smallpox.

You mentioned al Qaeda. Osama bin Ladin has said publicly that
it is his religious duty to acquire weapons of mass destruction in-
cluding biological and chemical weapons. I appreciate you going far
in saying what evidence we have to date, but in truth as you well
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said and even implied, there may be more than we know today and
we're aggressively looking in that arena.

People say why today and in part it’s because of these rapid ad-
vances in agent delivery. We know that other nations have loaded
warheads, Scud missiles with biological weapons, or you know that
and we on the panel, but a lot of America doesn’t know that. It’s
all ready been done. They've been loaded. They haven’t been fire,
haven’t been sent, but that’s how far along.

Technology’s advanced even since that point in time in terms of
how to deliver these agents. Mr. Chairman and Senator Helms, I
think are doing a tremendous job and I look forward to working
with them on their bill, the Global Pathogen Surveillance Act of
this year. It’s a bill I've studied that is very, very important as we
look at both emerging potential agents as well as agents that we
know of today.

This whole issue about are we prepared as a nation is important.
Again, that’s why today’s hearing is so important because physi-
cians are not trained to recognize these agents. Physicians are not
trained to look and see what smallpox is. The anthrax rash, we've
simply not been trained to look at that in the past.

Every moment counts here because how quickly we pick up and
diagnose pretty much defines how quickly we can stop the spread.
Therefore, I think it is very important that you brief us either pri-
vately or otherwise what are the seven agents? How real is that
risk of smallpox? And I'll come back and close with a question on
this, but smallpox, it takes one person and if that person’s infected
and they go to an airport, they can infect 10 people and those 10
people can be all across the United States of America.

So it really does go tracing it all the way back. We don’t have
enough vaccine today. Period. Now, I said we don’t have enough
vaccine to vaccinate everybody today. We do have enough vaccine
I think to respond appropriately, but we’re not going to have what
we're going to have in a year from now. So in the meantime, it’s
important for us to know who has the smallpox virus. It’s been
eradicated as a disease, but who has that virus?

And I'll close with that question for you and I know you probably
can’t answer that fully right now, but it is important for us to
know.

Let me just say because now I've sort of painted this picture that
I'm concerned about that we are responding as a government. It’s
been remarkable to me since October. We passed a Bio-terrorism
Preparedness Act of 2001 that the Senate passed. It sets a com-
prehensive framework for responsiveness. The President and the
Congress has responded by increasing funding to about $3 billion
from about $500 million in one year. That money’s down to the
local level. In the President’s budget, it will be going up to about
$6 billion if we approve that aspect of his budget, which I'm very
supportive of as we go forward.

With that and I'll ask that my opening statement be made a part
of the record in its entirety.

The CHAIRMAN. Without objection it will be.

[The prepared statement of Senator Frist follows.]
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PREPARED STATEMENT OF SENATOR BILL FRIST

We are here to address one of the most pressing issues of our time—the threat
of chemical and biological terror. America is not aware that the risk is real and sig-
nificant. We are vulnerable. We are not unprepared, but we are underprepared.

Biological and chemical terrorism, the intentional release of potentially deadly
bacteria, viruses, toxins, or poisonous chemical agents, are a terrifying reality.
Ounce for ounce, biological agents such as anthrax and smallpox are among the
most lethal weapons of mass destruction known. In 1993, the Office of Technology
Assessment estimated that under the right atmospheric conditions, dispersion by
airplane of 220 pounds of anthrax spores over Washington, D.C. could result in up
to 3 million deaths. And as we know all too well, the mailing of anthrax-laced let-
ters last fall infected 18 people and killed five innocent Americans.

As we will hear today, the threats from biological and chemical agents are real.
Terrorist groups have the resources and the motivation to use germ warfare. The
weapons of choice in the first war of the 21st century may be tularemia, smallpox,
ebola, botulin toxin, and anthrax. But this should come as no surprise. Osama bin
Laden has said publicly that it is his religious duty to acquire weapons of mass de-
struction, including biological and chemical weapons. Rapid advances in agent deliv-
ery technology have made the weaponization of germs much easier. Finally, with the
fall of the Soviet Union, the expertise of thousands of scientists knowledgeable in
germ warfare may be available to the highest bidder.

Bioterrorism remains a significant threat to our country. Exposed individuals will
most likely show up in emergency rooms, physician offices, or clinics, with non-
descript symptoms or ones mimicking the common cold or flu. Most likely, physi-
cians and other health care providers will not attribute these symptoms to a bio-
weapon. If the bioagent is communicable, such as small pox, many more people may
be infected in the interim, including our health care workers. Experts say it may
take as long as 24 to 48 hours after a bioterrorist attack occurs before federal assist-
ance can arrive, making it the critical time for preventing mass casualties.

Unfortunately, as we also will hear today, America is not yet fully prepared to
meet the threat of biological warfare. Great strides have been made in the past
three years; but there is much more to be done.

It is a frightening but true fact that a biological or chemical attack on our soil
could be even more deadly and destructive than the recent attacks on the World
Trade Center and the Pentagon. Biological weapons, in particular, pose considerable
challenges which are different from those of standard terrorist weapons. The de-
layed onset of symptoms, difficulty in tracking the source of an attack and high com-
municability are among the factors that make bioterrorism a real and serious
threat. A terrorist attack using a deadly infectious agent—whether delivered
through the air, through our foods, or by other means—could kill or sicken millions
of Americans.

To counter this threat, a substantial new federal investment in our public health
infrastructure, increased intelligence and preventive measures, expedited develop-
ment and production of vaccines and treatments, and constant vigilance on the part
of our nation’s health care workers is required.

Recently, legislation I introduced, with Senator Kennedy, to help prepare to meet
this threat was signed into law. The “Public Health Threats and Emergencies Act
of 2000” provides a coherent framework for responding to health threats resulting
from bioterrorism. It authorizes a series of important initiatives to strengthen the
nation’s public health system, improve hospital response capabilities, upgrade the
Center for Disease Control and Prevention’s rapid identification and early warning
systems, assure adequate staffing and training of health professionals to diagnose
and care for victims of bioterrorism, enhance our research and development capabili-
ties, and authorizes additional measures necessary to prevent, prepare, and respond
to the threat of biological or chemical attacks.

The Frist-Kennedy “Bioterrorism Preparedness Act of 2001” builds on the founda-
tion laid by the “Public Health Threats and Emergencies Act of 2000” by authorizing
additional measures to improve our health system’s capacity to respond to bioter-
rorism, protect the nation’s food supply, speed the development and production of
vaccines and other countermeasures, enhance coordination of federal activities on
bioterrorism, and increase our investment in fighting bioterrorism at the local,
state, and national levels.

The Congress and the Administration has now provided an additional $1.4 billion
for these activities; the vast majority of these funds would go toward a one-time in-
vestment in strengthening the response capabilities of our hospitals, health care
professionals, and local public health agencies that would form the front-line re-
sponse team in the aftermath of a bioweapon attack.
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Arms control negotiators have used the term “dual use” to refer to biologic produc-
tion facilities that have the potential to be used by some countries to produce vac-
cines for children one week and then produce bacteria or viruses for biologic weap-
ons the next. But we can also use the term “dual use” differently: The same infra-
structure investments used to prepare our public health communities, doctors and
federal agencies to detect, diagnose and respond to smallpox epidemic resulting from
a biologic attack can also be used to detect and respond to outbreaks of natural oc-
curring diseases like West Nile.

In addition to strengthening our defenses against a bioterrorist event, the im-
proved public health capacities resulting from preparation and planning will lead
to substantial health benefits in dealing with inevitable natural occurrence of
emerging infectious diseases.

Last fall, the GAO released a report, “Challenges in Improving Infectious Disease
Surveillance Systems,” requested by Senators Leahy, McConnell, Feingold, and my-
self. It concludes that global disease surveillance, especially in developing countries,
is woefully inadequate to provide advance warning about newly emerged diseases,
including antibiotic-resistant tuberculosis, or the suspected use or testing of dan-
gerous organisms as bioweapons. Not only would improving international surveil-
lance networks and capacities help poor countries meet their health care needs, it
is in our own security interest to know about emerging threats if we are to appro-
priately respond quickly and effectively.

It is essential that we take steps immediately to fill the gaps in our nation’s de-
fense and surveillance system against chemical and biological terrorism, as well as
our public health infrastructure. It is essential that Congress to take the steps nec-
essary to make sure that our nation is fully prepared to respond to any threat to
our people. I look forward to working with my colleagues to meet these goals.

Senator FRIST. Secretary Ford, again I thank you for your overall
presentation. On smallpox itself, is it an agent that we should be
worried about today in terms of international terrorism including
terrorism on our soil here?

Mr. ForD. The very simple answer, Senator, is yes, very much
so. The work that you and others in the Congress have done—at
least from an intelligence officer’s perspective—has not only been
important, but better late than never. This threat has been grow-
ing for some time and we can’t warn you enough that the threat
is real and that it’s going to come and that we’re going to need to
be prepared.

At least from the intelligence community, we’re trying to warn
you also that we can’t see all of this. We’re not going to be able,
unless we're lucky, to give you the sort of specific tactical warning
that you need. That should suggest to most people that we have
to get ready.

Now, I don’t know any intelligence officers who aren’t of a very—
their view is that we should defend as much as we can; public
health, homeland defense, increase the protections at the borders,
et cetera. But most of us believe that we can’t rest just on defense,
that we have to be aggressively going out and with all of our diplo-
matic and economic—and military, if necessary—means deal with
the problems of terrorism and those countries that are supporting
terrorism and weapons of mass destruction.

And that it’s this combination of preparedness at home, being
smarter, the public understanding what the dangers are, the real-
istic dangers and understanding the exaggerations that have been
made in some cases. But also we need to know that we’re going to
have to go get people. We're going to have to continue to arrest ter-
rorists. We're going to continue to have to push diplomatic meas-
ures to try to get a handle on this.

But it’s not one we can just ignore any longer. We can’t just walk
away from it. This is one that if we are faithful to our children and
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our grandchildren, this is one we’re going to work on from now on.
And unfortunately there’s no easy answer. There’s no simple an-
swer. Just simply the interest that you and the others on the com-
mittee have added an important step in the right direction.

Senator FRIST. Thank you, Mr. Secretary. Thank you, Mr. Chair-
man.

The CHAIRMAN. Let me follow-up with just a few questions and
I invite any of my colleagues to either interrupt me and or add
their own questions and I'll be brief.

As usual, Senator Lugar stated it most succinctly, transparency
or war. And I think that’s really the choice that we’re going to have
to make and the decisions that others are going to have to take in
terms of whether we mean it. With regard to transparency, has the
intelligence community done an assessment as to what kind of in-
spection regime would be needed in Iraq to satisfy us that there
was transparency?

Mr. FORD. There is not a formal intelligence community assess-
ment of that. I'm sure that various intelligence agencies have
thought about this and written things. We in fact in INR have just
completed in the last week our own assessment of what would be
needed in an inspection regime, but we did it almost as a target
to shoot at rather than a policy prescription. It was, if you’re going
to ask us to monitor and verify, here is what we need from an in-
telligence perspective. And we’d be happy to—it’s classified of
course, but we’d be happy to share that with the committee.

The CHAIRMAN. After consultation with the Ranking Member,
what I'm going to hope we can suggest and I'm sure we can, with
plenty of advanced notice to our colleagues, a couple, a series of
closed hearings——

Senator HELMS. Amen.

The CHAIRMAN [continuing].——on matters that we raised with
regard to the nuclear concern two weeks ago, a week ago as well
as this. But in open session, one of the things that seems to me,
as you just said Carl in response to Dr. Frist, or to Senator Frist,
you said that this is something we’re going to be trying to get our
hands around, this is something we’re dealing with on a daily basis
if we’re serious for a long time to come.

One of the difficulties that I'm having here is it seems to me, at
least on it’s surface, there are certain things that we are able to
do with a fair degree of reliability and there are certain things that
we can do where we can measure, we can measure the results even
though we can’t guarantee that after a full accounting, we’ve taken
care of everything.

And I keep coming back to a place my friend from Indiana has
spent a lot of time thinking about in Russia, keep coming back to
Russia. There’s certain obvious, clear, able to be delineated con-
cerns that unlike with regard to Iraq, unlike Iran, North Korea,
Libya or any other place, there is at least in part a willingness to
genuinely cooperate, genuinely cooperate.

And so I'd like ask a few very just very pointed questions that
you may be able to give very short answers to. If you can’t, I can
defer it to a closed session.

What is the INR’s assessment of A, the willingness and B, the
capacity with our financial and professional assistance of the Rus-



30

sians to corral and destroy some of the 40,000 tons of their chem-
ical weapons that they have?

My impression is they mean it. My impression is they des-
perately need help. My impression is notwithstanding the fact we
talked about them participating, their entire defense budget is
about $5 billion this year. I mean, I wish Americans would think
about that.

Let’s assume they’re lying by a factor of 10. Let’s assume they’re
lying by a factor of 20. They’re still one-third to one-quarter with
gigantic lies what our defense budget is. But if our estimates are
correct that it’s about $5 billion, then I don’t think it’s at all real-
istic that they’re going to be able to “chip in.” And why is it not
in our interest I keep asking myself, for us to spend 8 to $10 billion
to wipe out a significant portion of the chemical capability that ex-
ists there?

So my question is again, have you assessed their willingness to
genuinely cooperate in that effort and B, do we have the combined
capacity to destroy a significant portion of this chemical stockpile
if we’re willing to spend the money?

Mr. FORD. My assessment is similar to yours that the Russians
clearly would like to be rid of this problem and that they are will-
ing to cooperate in destroying these chemical weapons capabilities.
Partially for the same reasons that we have of the fear of—you
have so many of these. As Senator Lugar pointed out, they’re afraid
that they’re going to lose some of them, somebody’s going to steal
them, somebody’s going to sell them and so that they’'d like to have
them off their hands. They also are clearly understanding that
many of these weapons are deteriorating and that they are a costly
logistic problem in the future for them. Forget all the good things
that would happen if they got rid of the weapons. And the best that
we can tell is that the real issue—well, there are always some on
any side that are suspicious of the U.S. or should we really do this,
but clearly the Russian government is prepared to take this step,
but they can’t afford it. It’s too expensive and

The CHAIRMAN. It’s much more than that.

Mr. FORD [continuing]. they’re going to have to get some help
from us or the international community or they’re not going to be
able to do it certainly on the time schedule that we’d like to see
them do it.

The CHAIRMAN. There’s much more to pursue about that and I'll
do some of that in writing. Let me conclude by asking what is
INR’s assessment of the allegations some of the Russian entities
that still are engaged in, that existed for biological research and
development, if not the military, are conducting active biological
weapons programs in contravention of the Biological Weapons Con-
vention and why have the Russians in INR’s view refused U.S. re-
quests for access to four military institutes working on biological
research activities? If you have an assessment.

Mr. ForD. I do and I don’t. I do in the sense that I could talk
to you about this in a little more detail at a classified level. My un-
classified answer is that I think that biological weapons research
is a serious and embarrassing subject for a lot of people and that
even if they have changed their mind about the use of biological
weapons and would like to be rid of them as we would, they prob-
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ably have fibbed to us a little bit or fibbed to some people about
it and they don’t want us to find out the extent of their program.

And I think it has more to do with embarrassment of what they
had up their sleeve and what they were doing rather than a desire
to keep a capability back and use it against the Unites States at
some point in the future.

The CHAIRMAN. I thank you for the answer. For what it’s worth,
I agree with your assessment, because I think about how reluctant
we are about any intention or desire or plan now or in the future
to ever use biological weapons. The American public would be in
this day and age in 2002, shocked and abhorred by knowing what
we considered trying to develop in 1950 in ’60 in 70 and so—but
any rate, I thank you very much. We look forward to you in a
closed hearing, but I yield to Senator Helms or any of my col-
leagues.

Senator HELMS. I'll be very brief. Thank you, Mr. Chairman.
This question was obviously handed to me by the lady behind me
and it’s important. Let me go back a little bit. The first President
Bush called me one day and said I want to go to one of your uni-
versities involved in a very interesting study. Have you got such
a university? I said what city you want to go to? I said in Raleigh
we have North Carolina State University and it’s great and he
said, let’s go there.

So we went there to the university where they were learning all
about a number of things that we are talking about, Mr. Chairman,
and I looked around at whom we were supposed to see and all but
one of the students, and they were the top students, were not
Americans. They were Chinese. I had a Russian and so forth and
SO on.

So the question that Miss Patty passed to me, is there any avail-
able evidence to indicate that foreign nationals are coming to
American universities, earning degrees in biology or chemical engi-
neering and taking this knowledge back to their home countries to
use against us? And the answer to that I believe is of course.

And I haven’t even thought about what we should do about it or
what we could do about it, but we’re training a lot of these people
to go back and do the things to us that we don’t want to do to them
and we don’t want them to do to us. So give that some thought and
let’s talk about it one day.

Mr. FORD. Yes, sir.

Senator HELMS. Thank you, Mr. Chairman.

The CHAIRMAN. Senator Lugar?

Senator LUGAR. Well, thank you, Mr. Chairman. Let me just join
Senator Helms in this colloquy. Same problem persists at Purdue
University where there are almost 5,000 people involved in engi-
neering chemistry. The scientific situation’s sort of an equivalent to
North Carolina State in Indiana.

I visited with the president of Purdue about this at great length
because it’s a tradeoff. It’'s very tough. On the one hand, a case
could be made that these students by studying in America, learn-
ing about us, about our ways of doing business as well as the integ-
rity, carry these values back to their countries. If they head back;
many don’t. They stay in the United States, but a good many do
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head back. Leadership that in terms of our public diplomacy is very
important.

We constantly worry about the educational system, about al
Qaeda people getting particular religious training without any
grounding at least in things that we believe are fundamentally im-
portant here. And so the question is if we were to exclude all of
these people, sort of cancel the visas of 5,000 people and say we're
going to keep it to ourselves, we could.

But on the other hand, the benefits that come from having tens
of thousands of these students in our country, I suppose it becomes
a problem for you at State, with regard to immigration service, oth-
ers quite apart from the FBI and counterintelligence to work this
problem. So we have the benefits really of people understanding
America and hopefully cut the liabilities of persons who have bad
designs.

Mr. ForD. I would agree that the loss of the opportunity to go
to the University of North Carolina or Duke or North Carolina
State or other universities, North Carolina or Indiana or Purdue
would be their loss. But my sense is that even if we tried to keep
people away, which I think is totally undemocratic and against
whatever our whole country stands for, but even if we did, this in-
formation is too portable that they might not get the best that they
would if they went to North Carolina and to Indiana, but they get
enough by staying at home from other sources.

N Senator LUGAR. And long range learning on the Internet per-
aps.

Mr. Forp. That’s right. And I've always, you know, I may be
naive, but I think that if they come here to the United States and
study that they not only will learn science, but they’ll also learn
a little bit about our democracy and our freedom and maybe carry
that back with them to wherever they’re from.

So obviously there’s a risk there, but I've always felt like the risk
was that to close down our society and go against our instincts here
for freedom and education for everybody.

Senator LUGAR. Just one more follow-up. Now, looking at it the
other way, a long time ago when Vice President Gore was meeting
with Russian Prime Minister the Chernomyrdin, I suggested that
one potential solution for the chemical and biological problem in
Russia was for American firms to buy the facilities. Literally, the
scientists want to be employed. There is a tremendous amount of
communication back and forth all the time. I still think that’s a
good idea.

Investors face alot of problems, including the legal system of
Russia, lack of protection for stockholder rights, all that is night-
mare for American firms. But if there is to be some degree of con-
structive movement in these areas it would come, it seems, through
international cooperation with American management working
with Russian scientists. We will need to clean up a lot of old facili-
ties which should be torn down, safely store and secure bad stuff
that should be terminated and this is a time in which the Russians
might be receptive to this kind of cooperation.

So I don’t ask you for a comment, but please carry back to State
at least some impetus that this might be useful.

The CHAIRMAN. Thank you. Senator Frist.
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Senator FRIST. Just one minute. First of all, thank you very
much for again an outstanding presentation. This whole last col-
loquy on science and the exchange of intellectual capital I think
does mean that our intelligence community needs to really focus a
lot on science peer review, having our scientists sensitized to what
the relative risks are to a nation and what you pick up as tar-
geting.

That’s in some ways tough for our scientists because they've
never been brought into the room. And the same way we’re bring-
ing the CIA and the FBI into the room with public health officials
for the first time looking at homeland security. First time if you
have somebody from law enforcement sitting right next to a doctor
sitting right next to epidemiologist, first time.

But that’s what it’s going to take and because science is going
to continue to progress, we may have smallpox—we may be getting
a good vaccine to smallpox, but with some genetic engineering and
the science is there today, the smart terrorist can simply re-engi-
neer an anthrax, botulinum toxin, plague, tularemia. They will be
able to in the next few years and therefore this ongoing integra-
tion, openness, transparency, peer review of our scientific commu-
nity with intelligence, I believe, is going to be critical.

The CHAIRMAN. Thank you very much. Carl, thanks again and
within the next between now and probably just after the recess, I'm
going to be asking for your help, the committee will, in closed ses-
sion.

Mr. ForD. And I will bring some of my experts with me who ac-
tually know the answers to some of these questions.

The CHAIRMAN. You've done very well and you’ve framed this in
a way that we have to be able to begin to get a handle on it and
I thank you very, very much for your time.

Mr. FORD. Thank you, Mr. Chairman. Thank you.

The CHAIRMAN. Now we'll hear from a very distinguished panel.
Michael Moodie, President of the Chemical and Biological Arms
Control Institute; Dr. Amy Sands, Deputy Director of Center for
Nonproliferation Studies in Monterey; and Dr. Alan P. Zelicoff,
Senior Scientist, Sandia National Laboratory, Albuquerque, New
Mexico.

We thank you all very, very much for your patience and for being
here. This is to us a very, very important hearing. Maybe we can
begin with your statements in the order in which you were called.
Dr. Moodie, you first and if you wish to, I'm not suggesting you
have to, if you summarize your statement, be sure the entire state-
ment be placed on the record. This is important so you take the
time you need to make the statement. You've come a long way to
help us. Thank you.

STATEMENT OF MICHAEL MOODIE, PRESIDENT, CHEMICAL
AND BIOLOGICAL ARMS CONTROL INSTITUTE

Mr. MooDIE. Thank you very much, Mr. Chairman. It’s an honor
to appear before the committee once again. I've got a rather long
statement so I'll just take a few minutes to summarize it and
appreciate——

The CHAIRMAN. Don’t short circuit. This is important, so take
your time.
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Mr. MOODIE [continuing]. Yes, sir, but I'll hit the high points.

The CHAIRMAN. OKkay.

Mr. MoODIE. Mr. Chairman, Members of the committee, for the
last decade and especially since September 11th, Americans have
been on a steep learning curve about chemical and biological weap-
ons.

In the Gulf War, Saddam Hussein confronted us with a chemi-
cally and biologically armed opponent. Aum Shinrikyo’s sarin gas
attack in the Tokyo subway was a wake up call that showed our
country’s vulnerability to a kind of terrorism that could include un-
conventional weapons that produce high casualties. And the recent
anthrax mailings and hoaxes have forced us all to learn more about
biological weapons than most people ever wanted to know.

Among the mix of tools on which we must draw to deal with
these challenges is arms control. This is not to argue that arms
control must have pride of place among those tools. Indeed it may
be that arms control is not the most important policy arena for
dealing with chemical and biological weapons proliferation by
states or their potential acquisition by terrorists. But arms control
can make a contribution and it should not be eliminated from the
policy toolbox.

In my statement, I consider some of the factors that are creating
a more complex environment, driving the need for new approaches
for dealing with the CBW challenge and redefining arms control’s
role in helping to meet that challenge. In my oral remarks this
morning, I'd like to focus on meeting the challenges that will con-
front us as we attempt to move forward.

First, with respect to chemical weapons. The first challenge, as
the last speaker said and as many Members of the committee have
emphasized, is eliminating those chemical weapons that already
exist. Although the destruction process in the United States is pro-
ceeding reasonably well, as has already been pointed out, its coun-
terpart in Russia is far behind schedule. It is my view that it is
doubtful in the extreme that Russia will meet the timetable speci-
fied in the Chemical Weapons Convention even if it is granted the
one-time five year extension allowed by the treaty.

This predicament is first and foremost a problem for the Rus-
sians themselves. Moscow is clearly committed to making progress,
but its financial commitments will not be sufficient to meet its
treaty obligations. Ways must be found to promote a greater com-
mitment from Russia itself. But those countries that have an inter-
est in the destruction of the Russian CW stockpile, which is in es-
sence every state party to the CWC, should also provide more as-
sistance. Not only the United States, but in particular in my view,
the Europeans and Japanese should do more.

The upcoming CWC review conference scheduled for next year
should provide an opportunity for developing a support strategy to
meet this goal, which in my view represents the single most impor-
tant objective of the CWC.

Another issue that must be addressed relates to challenge inspec-
tions under the convention.

In many ways the challenge inspection provision is the single
most important tool in the entire treaty. But to date, that provision
has never been invoked, although suspicions have been raised that
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some state’s parties are in substantive violation of their commit-
ments. The United States, for example, has claimed publicly for
many years—both the Clinton and Bush Administrations—that
Iran continues to violate the treaty, yet Washington has never fol-
lowed up these allegations by requesting a challenge inspection in
Iran.

In my view, the longer such provisions are not used, the more
difficult it will become to use them in the future. And as a result,
the international community could lose a critical tool for promoting
the fundamental goals of chemical disarmament.

A third important issue that must be addressed is the adapt-
ability of the convention to advances in chemical science and tech-
nology. Certain areas of chemistry and biology relevant to the CWC
are changing rapidly and will continue to do so. In the area of tox-
ins for example, advanced bio-technology can create novel toxins
that have scientific or medical applications but that can also be
misused as weapons.

A consideration should be given therefore to an ongoing process
that provides updated information on critical scientific and techno-
logical developments to states parties of the convention on a sus-
tained basis.

A further area of effort should focus on issues of cooperation and
assistance. During the first five years of the implementation of the
CWC, states parties and the Organization for the Prohibition of
Chemical Weapons have attempted to view assistance issues as
secondary to operational matters such as declarations and inspec-
tions. But the issue of international cooperation is important in
light of the ongoing debate over the future of chemical export con-
trols and of the Australia Group in particular.

As science and technology continues to advance and global tech-
nology diffusion proceeds, the question of the viability of our export
control arrangements will become increasingly difficult to manage.

The final area which chemical arms control must address relates
to the institutional context within which those arms control efforts
proceed, particularly straightening out the problems of the Organi-
zation for the Prohibition of Chemical Weapons.

First, as the Chairman has all ready indicated, for some time the
OPCW has been plagued with financial and staff problems that
must be fixed. In some cases, the solutions rest in states parties
fulfilling their obligations in a timely manner. But some of the
budget problems are structural and will require the Organization
to define new ways of doing business to set the situation right.

Second, many states parties cover activities at the organization
with a junior diplomat from their bilateral embassy to the Nether-
lands. This generally low level of representation at the OPCW com-
plicates and hampers the work of the Organization and makes it
less efficient and effective.

Finally, questions of institutional leadership have arisen. It is
clear that the OPCW leadership has lost the confidence of some of
the key CWC states parties. Such a situation cannot be allowed to
continue for very long as it creates an environment that is severely
detrimental to staff morale and effective action.

If the OPCW is not lead in a manner that generates confidence
among those countries whose support is critical, treaty implemen-
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tation will suffer. The focus of attention will be on internal issues
rather than on getting the job done—and the job is critical and
should come first. Therefore a means for resolving the current dis-
pute about leadership must be found.

Turning to the biological weapons challenge, five issues in par-
ticular must be addressed. The first question must be the goals of
the next steps in arms controls. Two sets of possible objectives for
steps suggest themselves. One set relates more to traditional arms
control goals including verification, confidence building, increasing
transparency or enhancing consultations. Of these, effective
verification of the BWC is not possible and each of the other objec-
tives has conceptual and practical political problems associated
with them. And in my view none of them appears to be sufficiently
robust to energize the currently stagnant process.

An alternative approach is to go beyond traditional arms control
goals to define the aims altogether differently. In light of the com-
plex environment with which biological arms control must deal, as
well as the clear lack of success of traditional approaches, the need
for new thinking is clear. In particular—and this may be my most
important point today—the effort must be made to create a new
conceptual and policy environment within which the current BW
challenges can be addressed. Such a new environment would need
a move away from business as usual by all of the critical stake-
holders including governments, industry, the scientific community,
the health community and many others.

New partnerships among these key constituencies must be devel-
oped. New means must be identified to address the speed of sci-
entific and technological change. This raises questions about the
value of and potential for governance or self-governance of the
international biological, scientific and technological communities.

Second, U.S. officials have stressed that too little attention has
been paid to questions of noncompliance. Given this clear U.S. pri-
ority, any next steps must address two core concerns from Wash-
ington’s perspective. First, how do BWC states parties meet the es-
sential but often ignored responsibility of dealing with countries
who are party to the treaty, but are either cheating or suspected
of doing so. Second, how do they deal with those countries who are
not states parties and therefore not breaking any commitments,
but are clearly violating a widely held global norm?

These are not questions that members of the international com-
munity necessarily are comfortable addressing. They would prefer
to assume that states that join a convention comply with their obli-
gations. The reality, however, is that states cheat and something
must be done about them.

Third, part of the reason that the BWC protocol negotiations did
not focus on core proliferation concerns is that the drafters bent
over backwards to meet the political requirements of some partici-
pants that any multilateral agreement treat all states parties the
same. This political objective has been a hallmark of non-aligned
nations’ positions in arms control negotiations since the nuclear
nonproliferation treaty created nuclear haves and have nots.

This nondiscrimination may be politically essential, but it does
not necessarily create good arms control in a situation in which
participants are not equal in terms of their interests, assets or obli-
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gations. If progress is to be made, somehow these imperatives have
to be reconciled.

Fourth, cooperation and assistance in the life sciences for peace-
ful purposes is a political imperative of non-aligned countries that
they insist must be included in any nonproliferation agreement.
Some BWC states parties have made no secret of the fact that they
joined the treaty not because of their concerns over biological weap-
ons, but in order to secure access to critical science and technology.

Conventional wisdom holds that no multilateral progress will be
made on harder-edged nonproliferation measures without some-
thing on cooperation and assistance. If this is the case, any next
steps must find a way to reconcile these strongly held interests.
The conventional wisdom should also be challenged and consider-
ation of next steps should also explore whether potential hard arms
control and cooperation and assistance measures might be ad-
dressed on separate tracks.

Finally, following the failure of the Ad Hoc Group negotiations
and the suspended review conference, some participants might
want to abandon arms control altogether and rely on other meas-
ures to fight BW proliferation and biological terrorism. Even if
arms control is included in the toolkit for promoting nonprolifera-
tion and counterterrorism, the priority it assumes in relation to
other available tools will be a critical factor in assessing how asser-
tively and successfully one might promote next steps in arms con-
trol.

In fact, differences have all ready emerged between the United
States and other countries including friends and allies over these
relative priorities. The United States tends to assess the value of
arms control and the contribution of instruments such as the BWC
in terms that relate them to other tools in the toolkit including in-
telligence, diplomacy, passive and active defenses, military options
and export controls. Arms control is appreciated for its contribu-
tions, but its limitations are also recognized and maximizing its po-
tential is seen to derive from making it work together effectively
with these other policy tools.

In contrast, and to overstate for emphasis, some Europeans for
example, tend to give pride of place in the toolkit to arms control.
Some even view arms control as an alternative to these other policy
tools rather than as a complement to them. The result is that some
friends and allies of the United States rely more heavily on the
contribution of arms control in dealing with the problems of pro-
liferation than does Washington. Such differences must be explored
in an assessment of the potential utility and effectiveness of any
next steps in BW arms control.

Mr. Chairman, in my statement I have concluded with a number
of specific suggestions that I think might help meet these require-
ments. I would be happy to go into those in more detail during the
question period. Thank you very much.

[The prepared statement of Mr. Moodie follows:]
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PREPARED STATEMENT OF MICHAEL MOODIE

REDUCING THE CHEMICAL AND BIOLOGICAL WEAPONS THREAT:
WHAT CONTRIBUTION FROM ARMS CONTROL?

On July 25, 2001 the United States announced that it would not support the draft
protocol negotiated by the Ad Hoc Group (AHG) of states parties to the Biological
Weapons Convention (BWC) as presented in the “composite text” offered by the
AHG Chairman. The U.S. statement made clear that further negotiation of specific
language in the draft would not address the major problems the United States had
with the proposed protocol, which was seen as based on a fundamentally flawed con-
ceptual approach and unwarranted assumptions.

Five months later, the Fifth BWC Review Conference suspended its efforts with-
out completing a Final Declaration in light of a demand by the United States that
the Ad Hoc Group process be brought to an end. This last-minute standoff was the
culmination of three weeks of disputes over how best to strengthen the BWC and
to carry forward the fight against biological weapons (BW) proliferation.

Between these two events, the United States was the victim of unprecedented an-
thrax attacks in the wake of the September 11 destruction of the World Trade Cen-
ter. The anthrax attacks transformed what had been a theoretical concern for some
people into a very real security threat for the entire country.

While much of our recent attention has focused on biological weapons, concern
about chemical weapons should be no less intense. We have seen chemical weapons
used—both by states and by terrorists. Saddam Hussein’s chemical attacks against
both Iranian forces and his own people introduced this generation to the horrors of
such weapons. The Aum Shinrikyo’s use of sarin nerve gas in the Tokyo subway in
March 1995 served as a wake-up call to the United States, combining with the
bombing of the Murrah Federal Building in Oklahoma City to drive home the real-
ization to policy makers and public alike that the United States was not immune
from terrorism, that weapons of mass destruction could be involved, and, perhaps
most importantly, that we were not prepared.

Today, administration witnesses report that perhaps as many as two-dozen coun-
tries are pursuing chemical weapons capabilities. A significant number are also
seeking biological weapons. The pursuit of chemical and biological weapons capabili-
ties by terrorist groups such as al Qaida has been well documented in court pro-
ceedings as well as in the media.

Among the difficult lessons we have had to learn about chemical and biological
weapons is that they are not the same, and addressing the challenges they pose—
whether in terms of proliferation or terrorism—will require a different mix of policy
responses.

Among the mix of tools that must be applied in both cases, however, must be
arms control. This is not to argue that arms control must have pride of place among
those tools; indeed, it may be that arms control is not the most important policy
arena for dealing with either chemical and biological weapons proliferation by states
or their potential acquisition by terrorists. But arms control can make a contribu-
tion, and it should not be eliminated from the policy toolbox.

3If arms control is to make an effective contribution to the CBW challenges, how-
ever, policy makers must have an appreciation of the changes in the environment
that will shape its application. In particular, a number of factors are driving a need
for new thinking.

The Convergence of States and Terrorists

Before the events of September 11 and the subsequent anthrax attacks, analysts
tended to conceptualize and address the state proliferation challenge and the prob-
lem of terrorism along separate tracks. This split approach prompted a focus on dif-
ferent strategies and different policy tools for dealing with what were considered
distinct aspects of the problem, if not separate problems altogether. Arms control,
for example, was deemed to be targeted against state proliferation and not designed
to address the terrorist threat.

Such a separate approach in the world after September 11, however, will no
longer suffice. The distinction between proliferation and terrorism and between ter-
rorists and the state has become difficult to draw. As a result, the United States
and the international community more broadly must implement a response to the
chemical and biological weapons challenge that deals with state proliferation and
bioterrorism as different aspects of the same problem. This will require an approach
thalt is strategic in nature, multifaceted in action, and which exploits a range of
tools.

Arms control is important in this context, but the combination of politics, science
and technology, and treaty language that surrounds both the Chemical Weapons
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Convention and, especially, the Biological Weapons Convention ensures that these
conventions will be insufficient on their own. Nor does an emphasis on arms control
alone provide a sufficiently wide perspective to facilitate all of the varied actions
that will be required by all of the necessary actors—from both the public and pri-
vate sectors—to deal effectively with the now realities that the convergence of state
and non-state challenges present. What is needed is an approach that goes beyond
the traditional modalities of arms control to new ways of thinking about how to
strengthen the conventions and the norms against biological and chemical weapons
that they embody.

Advancing Science and Technology

Chemistry and biology and their associated technologies have witnessed incredibly
rapid advances in recent years, and, if anything, the pace of change is likely to ac-
celerate. Rapid changes in biotechnology in particular in the next several years will
shape new scientific and business methods and practices far removed from those of
today. Moreover, many of the breakthroughs in the relevant sciences and tech-
nologies are likely to be promoted by combining them with other technologies—for
example, nanotechnology, cutting-edge information technologies, and new materials
science. Creative scientists and technologists could find new ways of putting such
things together to advance their CBW capabilities. In essence, advancing science
and technology will allow future proliferators—whether governments or terrorists—
to enter the chemical and biological weapons game with a greater scientific and
technological base on which to build their efforts.

Classic arms control will have difficulty in capturing this dynamism. Government
bureaucracies are notoriously slow to adapt. International organizations are no less
so. The vastly different rates at which science will move forward and governments
can adapt, require a broader approach that facilitates an ongoing appreciation of the
evolving scientific and technological landscape in as close to real-time as possible.

Engaging Industry More Productively

In areas associated with commercial activities based on the life sciences in par-
ticular, those involved emphasize the vast contributions their rapidly advancing sci-
entific and industrial capability is making to the improved quality of life fo